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Making Security Incidents Actionable

with SailPoint and Cortex XSOAR

% paloalwto The necessity to embrace digital transformation has brought on many innovative
opportunities as well as many challenges for today’s enterprises. According to the
State of Applications Service Report, 88% of organization are multi-cloud but most
still struggle with security. With the explosion of cloud, applications, data and users to
manage, the majority of enterprises are at risk because of their inability to effectively
control and govern their users’ access in their environments.

In order for organizations to overcome these internal and external threats and gain
full visibility into their environments, they need to understand the risks associated
with users’ access and security incidents. Without understanding these factors,
enterprises are open to significant data breaches. With a data breach costing on
average $3.86 million in 2020 according to IBM and the Ponemon Institute, assuming
this risk is not only negligent but extremely expensive. The average time to contain a
breach according to the same report is 280 days, meaning it will take three quarters
to even get a understand of what happened and how to move forward. With the

total impact a single breach costing millions of dollars and countless hours spent on
incident analysis and mitigation, enterprises need to understand Identity and security
events and alerts simultaneously.

So how does an organization take all this security data, incorporate
identity context, and make it actionable?

To more accurately address these potential security threats and minimize associated
costs, organizations need to embrace the power and ease of SailPoint, the leader in
Identity Security and Palo Alto’s best of breed security orchestration product, Cortex™
XSOAR. This innovative integration delivers a seamless view of security incidents
combined with enhanced information around users, their access and risks associated,
known as identity context to drive automated remediation. Allowing security incidents
to be more identity-aware and provide direct mechanisms to mitigate a security
threat through active identity governance actions. Together our integrated solutions
provide our mutual customers the ability to:

e Enrich security incident response by incorporating identity context

e Provide actionable responses to identity-based security attacks

* Mitigate risk by identifying incident-based events


https://www.f5.com/content/dam/f5/corp/global/pdf/reports/emea-state-of-application-services-2020.pdf
https://www.ibm.com/security/data-breach
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SailPoint Identity Security joins together in-depth identity context and governance

actions while Cortex™ XSOAR provides a powerful combination of security monitoring

and incident response. Together this is gives security operation centers the power to

incorporate identity-aware context into their incident response lifecycle. Our powerful

integration helps enterprises:

* Provide security analysts more insight into end-user related security incidents.

* Enables automatic remediation actions of identities and accounts involved in a
security event such as immediate disablement of file sharing access in response to
a DLP incident.

* Generates new security incidents in the orchestration platform based on in-depth
identity context.

SailPoint Identity Security and Palo Alto Networks Cortex™ XSOAR provide a powerful
combination of security and governance giving enterprises the ability to make
informed and actionable decisions in addition to mitigating risk. Now enterprises can
embrace their digital transformation agenda’s and goals with peace of mind.

ABOUT SAILPOINT

SailPointis the leader in identity security for the cloud enterprise. We're committed to protecting businesses
from the inherent risk that comes with providing technology access across today's diverse and remote
workforce. Our identity security solutions secure and enable thousands of companies worldwide, giving
our customers unmatched visibility into the entirety of their digital workforce, and ensuring that each
worker has the right access to do their job — no more, no less. With SailPoint as foundational to the security
of their business, our customers can provision access with confidence, protect business assets at scale
and ensure compliance with certainty.
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