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ASM EoS Overview

EoS: End of Sale April 15t 2021

The last date the product will be
generally available for purchase

* New guotes will NOT be supported
after the EoS date

 Existing customer can continue to
renew their support subscriptions up
through EoL date
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EoL: End of Life April 1st, 2025

The final date that F5 will support and
maintain the product

 The license will continue to function
throughout EoL date

* F5 will continue to provide updates
and bug fixes for existing customers
through EoL date



What additional features do customers get
In Advanced WAF?



ADVANCED WAF ASM

App-Layer DoS Protection Included: Limited to 2 virtual servers
Unlimited

Base ADC Included: Included:
Load Balancing Load Balancing

Persistence

API Protection v X
DataSafe v X
Anti-Bot Mobile SDK Add-on Add-on
Threat Campaigns Add-on subscription X
OWASP Compliance Dashboard \/ X
Granular Policies for micros-services and APIs
v X

Guided Configuration

g v X
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Migration options



No-cost migration to Advanced WAF

Advanced WAF
NO COST MIGRATION

« Delivers sophisticated controls to mitigate automated app attacks and vulnerabilities, and detects attacks using
ML.

* Inspection, scripting, and protection against the OWASP Top 10,

* Proactive bot defense (including Mobile SDK)

« App layer DoS protection,

« Defense against targeted threat campaigns, and specific fine-grained controls for API security.

Requirements:

« ASM and Best-Bundle customers using v14.1. or above and have a valid service agreement in place are eligible for
this no-charge migration to Advanced WAF

« There is also no increase in the service renewal pricing

« Migrated customers are eligible to purchase add-ons (ex. Threat Campaigns, Leaked Credential Check,
and Anti-bot mobile SDK)
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Other migration options

NGINX App Protect Essential App Protect Silverline Managed WAF
= Jightweight stand-alone security  * Instant, out-of-the-box = Provides the advanced app
solution for cloud and protection security controls of Advanced
containers from common web exploits, WAF as fully managed
. Self-managed malicipus IPs and service.
coordinated attack types = Silverline also utilizes F5 ASM
" Can be easily scaled out = Simple cloud-based and Adv. WAF, therefore,
automatically application protection across current ASM security policies
= Simple integration into CI/CD any cloud, anywhere can be easily migrated to
tool chain = Provision and deploy in Silverline.

minutes or automate
everything with APIs.
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