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CORTEX XDR
Breaking the Security Silos for Detection and Response

Security teams face a dizzying array of threats, from ransomware and 
cyberespionagetofilelessattacksanddamagingdatabreaches.However,the
biggestheadacheformanysecurityanalystsisnottheendlessnumberofrisks
thatdominatenewsheadlinesbutthefrustrating,repetitivetaskstheymust
performeverydayastheytriageincidentsandattempttowhittledownanend-
lessbacklogofalerts.
 
Thispaperdescribesthethorniestchallengessecurityanalystsconfront,includinga
delugeofalertsandcomplexinvestigationprocessesthatcanoverwhelmeventhe
mostmaturesecurityoperationscenters.Itthenproposesaframeworktotackle
everystageofsecurityoperationswithCortexXDR™fordetectionandresponse.
Asthespectersofmalware,targetedattacks,andinsiderabusecontinuallyescalate,
toolslikeCortexXDRcanbeyoursecretweapontoeliminatethreatsandsimplify
operations.
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Analysts Under Siege
Securityteamstodayfacetwodauntingchallenges:acontinualbarrageofattacksandanendlessseaofalerts.Security
teamsknowthreatactorscanlaunchanunlimitednumberofattacks,consequence-free,untilonesucceeds.Toreducethe
possibilityofanintrusion,teamstypicallydeploymultiplelayersofsecurity,butthesetoolsgenerateamassivenumberof
alerts—174,000alertsperweekonaverage.1  

Tokeepupwithallthesealerts,analystsoftenoperateinfirefightingmode,attemptingtotriageasmanyalertsaspossible
everyday.Becausethesealertsoftenlackessentialcontextneededforinvestigations,analystsareforcedtowastevaluable
timechasingdownadditionaldetails.Overwhelmedbyinaccurateandincompletealerts,securityteamscanonlyreview
12,000alertsperweek,2leaving93%ofalertsignoredandincreasingbusinessrisk.
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Figure 1: A security analyst’s many burdens

Looking for Threats in All the Wrong Places
Therisingtideofattackshasconvincedorganizationsofallsizestoembracedetectionandresponse.Toaddressthisnew-
founddemand,theITsecurityindustryhasintroducedaslewofsiloedtools,suchasendpointdetectionandresponse(EDR),
networktrafficanalysis(NTA),anduserandentitybehavioranalytics(UEBA).However,thesetoolsprovideanarrowviewof
activityandrequireyearsofspecialistexperiencetooperate.

Organizationsareleftwithtwounappealingchoices:deployajumbleofdisconnecteddetectionandresponseproductsor
relysolelyonexistingpreventionproductstoidentifyhard-to-detectthreatsinrealtime.

Organizationsthatchoosetoprovisionsiloedtoolswillbeburdenedwiththecostsofdeployingandmaintainingnew
networksensorsandendpointagentseverywhere.Ontheotherhand,organizationsthatdependontheirpreventiontools
fordetectionwilllikelyoverlookstealthyattacks,suchashighlyevasivemalware,maliciousinsiders,ortargetedattacks.This
isbecauseadvancedattacksoftendonotincorporatetraditionalindicatorsofcompromise(IoCs),suchasattacksignatures
ormaliciousdomains.Theonlywaytodetectthesethreatsistoexamineactivity—notjustalerts—overtimeandacrossdata
sourceswithmachinelearningandanalytics.

Manual Investigations Increase Attacker Dwell Times
Detectingattacksisonlyhalfthebattle.Analystsmustalsoinvestigatealertsandassessthe“who,what,when,why,and
how”detailstodeterminewhatactiontotake.Unfortunately,manyoftoday’ssecuritytoolsonlypresenthigh-levelalerts
withlimiteduser,endpoint,network,application,andthreatintelligenceinformation.

Thesehigh-levelalertsrarelyprovideallthecontextneededforinvestigationandresponse.Asaresult,analystsmustpivot
fromconsoletoconsoleandmanuallypiecetogetherdatatogetaclearunderstandingofanattack.Toinvestigateanetwork
alert,forexample,ananalystmayneedtoperformpainstakinganalysisandcorrelationtoidentifytheendpoint,network
activity,anduserassociatedwitheachincident.Withtoday’scomplexandsiloedtools,onlyspecializedexpertscannavigate
thelabyrinthrequiredforinvestigations.

1.“TheStateofSOARReport,2018,”Demisto,September2018, 
https://go.demisto.com/the-state-of-soar-report-2018.
2.Ibid.
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Withthesethreeintegratedcapabilitiescoordinatedacrossallyourcriticalassets,includingyournetwork,endpoints,and
clouds,you’llbeabletodefeatincreasinglysophisticatedthreats.

Cortex XDR Detection and Response
CortexXDRistheworld’sfirstcloud-baseddetectionandresponseappthatnativelyintegratesnetwork,endpoint,andcloud
datatostopsophisticatedattacks.CortexXDRhasbeendesignedfromthegrounduptohelporganizationslikeyourssecure
yourdigitalassetsanduserswhilesimplifyingoperations.Usingbehavioralanalytics,itidentifiesunknownandhighlyevasive
threatstargetingyournetwork.MachinelearningandAImodelsuncoverthreatsfromanysource,includingmanagedand
unmanageddevices.

Sincethesetoolsrarelyworktogether,analystscannoteasilycoordinate
responseacrossalltheirenforcementpoints.Insteadofinstantlyblockingan
attack,theymustsubmitaticketoraskotherteammemberstoupdatesecurity
policies,whichmighttakedaysorweeks.It’snotsurprising,then,thatthe
averagetimeittakesorganizationstoidentifyabreach,andthentocontainit,
hasincreasedto197and69days,respectively.3 

Facedwithashortageofcybersecurityprofessionals—whichindustryanalysts
expecttoreach1.8millionunfilledpositionsby20224—teamsneedtobreak
downsecuritysilosandsimplifyincidentresponse,ortheywillstruggleto
preventsuccessfulcyberattacks.

What Is Needed
Anewapproachisrequiredtosolvetoday’ssecurityoperationschallenges—one
thatwilleaseeverystageofsecurityoperations,fromdetectionandthreat
huntingtotriage,investigation,andresponse.Thisnewapproachrequires
thefollowingthreeintegratedcapabilities,workingtogethertolowerriskand
simplifyoperations.

• Great threat prevention:Greatpreventionallowsyoutostopeverything
youcan—themorethan99%ofattacksthatcanbeblockedautomatically
inrealornear-realtime—withoutmanualverification.Youneedconsistent,
coordinatedpreventionacrossallyourdigitalassets.

• AI and machine learning:Withthegrowingamountofdatabeingcol-
lected,youranalystsshouldn’tbeforcedtomanuallyanalyzeorcorrelatedatatoidentifythreats.Youneedmachine
learningandanalyticstolearntheuniquecharacteristicsofyourorganizationandformabaselineofexpectedbehavior
todetectsophisticatedattacks.

• Automation:Toquicklyconfirmattacks,analystsneedactionablealertswithrichinvestigativedetails.Theyshouldalso
beableunderstandtherootcauseofattackseasilywithoutneedingyearsofexperience.

Mean time to contain (MTTC)
 a breach has increased to

Mean time to identify (MTTI)
a breach has increased to

197 days

69 days

Great prevention AI & machine learning Automation
to stop everything you can to detect sophisticated attacks to accelerate investigations

Across network, endpoint, and cloud data

Figure 2: Critical integrated capabilities

3.“2018CostofaDataBreachStudy,”PonemonInstitute,July2018, 
https://www.ibm.com/downloads/cas/861MNWN2.
4.“2017GlobalInformationSecurityWorkforceStudy,”(ISC)2,2017, 
https://iamcybersafe.org/wp-content/uploads/2017/06/europe-gisws-report.pdf.
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CortexXDRhelpsyouaccelerateinvestigationsbyprovidingacompletepictureofeachalert.Itstitchesdifferenttypesofdata
togetherandrevealstherootcauseandtimelineofalerts,allowinganalystsofallexperiencelevelstoperformtriage.Tight
integrationwithenforcementpointsletsyourespondtothreatsquicklyandapplytheknowledgegainedfrominvestigationsto
detectsimilarattacksinthefuture.

WithCortexXDR,youcanuseyourexistingPaloAltoNetworksnetwork,endpoint,andcloudsecurityassensorsand
enforcementpoints,eliminatingtheneedtodeploynewsoftwareorhardware.Youonlyneedonedatasource—suchas
PaloAltoNetworksnext-generationfirewallsorTraps™,ourendpointprotectionandresponseservice—withCortexXDR,
butyouwouldneedmultipledatasourcestorealizethebenefitsofdatastitchingandanalysis.Youcanavoidprovisioning
cumbersomeloginfrastructureon-premisesbystoringallyourdatainCortexDataLake,ascalableandsecurecloud-based
datarepository.
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Figure 3: Analysis of data from multiple sources by Cortex XDR

Cortex XDR Protects You at Every Stage of Security Operations
Attackerscontinuallyinnovate.Tooutpacethem,securityteamsmustimplementarepeatableprocesstoproactivelyblock
attackswithbest-in-classpreventionandtodiscoverandstopactivethreats.CortexXDRgivesyouthetoolstoaccomplish
fouriterativesteps:

1.Prevent

2.Automaticallydetect

3.Rapidlyinvestigate

4.Respond and adapt

Thisframeworkprovideseverythingyouneedtosecureyourorganizationtodayandinthefuture.

Achieve Closed-Loop Prevention, Detection, and Response with Cortex XDR

Prevent Known and Unknown Threats While Gaining Complete Visibility
Ironcladsecuritystartswithgreatprevention.Tothisend,allCortexXDRsubscriptionsincludeTrapsforendpointprotection
andresponse,offeringyouthebestendpointsecurityavailable.Trapsisalightweightagentthatautomaticallyblocksmalware,
exploits,andfilelessattackswhilesimultaneouslycollectingeventdataforCortexXDR.
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Combiningmultiplemethodsofprevention,Trapsstandsapartinitsabilitytoprotectendpoints.Trapsthwartsmalware
infectionsbyblockingtheexploitsusedbyattackerstocompromiseendpointsandinstallmalware.Trapsprotectshostsby
identifyingexploittechniques—notjustexploitsignatures—soitcanstopzero-daythreats.Inaddition,itidentifiessequencesof
behavioruniquetomalwareandransomwarewithitspowerfulBehavioralThreatProtectionengine.TrapsintegrateswithPalo
AltoNetworksWildFire®,ourmalwarepreventionservice,toanalyzesuspiciousfilesinthecloudandcoordinateprotection
acrossallPaloAltoNetworkssecurityproducts.
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Figure 4: Automatically preventing malware, exploits, and fileless attacks

InadditiontoTraps,PaloAltoNetworksprovidesacompleteportfolioofsecurityofferingsthatpreventattacksbycombiningthe
latestbreakthroughsinsecurity,automation,andanalytics.CortexXDRintegrateswiththeseworld-leadingtechnologies,including
ourphysicalandvirtualizednext-generationfirewalls,andGlobalProtect™cloudservice,enablingyoutopreventadvancedattacks
whilealsocollectingdatafordetectionandresponse.

Automatically Detect Attacks with Behavioral Analytics and AI 
CortexXDRuncoversstealthyattacksusinganalyticsandmachinelearning,allowingyourteamtofocusonthethreatsthat
matter.CortexXDRstartsbyanalyzingrichdatagatheredacrossthePaloAltoNetworksplatform,providingyoucomplete
visibilityandeliminatingblindspots.Itstitchestogetherdatacollectedfromyournetwork,endpoints,andcloudassetsto
accuratelydetectattacksandsimplifyinvestigations.

Figure 5: Automatic discovery of anomalies indicative of malware, targeted attacks, and insider abuse
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CortexXDRtracksmorethan1,000dimensionsofbehavior,includingattributesthatarenearlyimpossibletoascertainfrom
traditionalthreatlogsorhigh-levelnetworkflowdata.Itthenprofilesuseranddevicebehaviorbytakingadvantageof:

• Unsupervised machine learning:CortexXDRbaselinesuseranddevicebehavior,performspeergroupanalysis,and
clustersdevicesintorelevantgroupsofbehavior.Basedontheseprofiles,CortexXDRdetectsanomaliescomparedto
pastbehaviorandpeerbehaviortodetectmaliciousactivity,suchasmalwarebehavior,commandandcontrol,lateral
movement,andexfiltration.

• Supervised machine learning:CortexXDRmonitorsmultiplecharacteristicsofnetworktraffictoclassifyeachdeviceby
type,suchasaWindows®computer,anAppleiPhone®,amailserver,oravulnerabilityscanner.CortexXDRalsolearns
whichusersareITadministratorsornormalusers.Withsupervisedmachinelearning,CortexXDRrecognizesdeviations
fromexpectedbehaviorbasedonthetypeofuserordevice,reducingfalsepositives.

CortexXDRusesapre-computedetectionarchitecturetomaximizespeed,efficiency,andaccuracy.Thepre-compute
frameworkprocessesthedatastoredinCortexDataLaketocalculatethevaluesitneedsformachinelearning.Itsdetection
algorithmsanalyzetheseprecalculatedvalues,ratherthanrawdata,tofindattacksmorequicklyandincorporatemultiple
inputsinitsdetectionalgorithmstodetectattackswithprecision.
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Byexaminingrichnetwork,endpoint,andclouddata,buildingbehavioralprofiles,andanalyzingtheseprofileswithabroadset
ofdetectionalgorithms,CortexXDRcanpinpointstealthyattackswithunparalleledprecision.

Custom Rules
Yoursecurityteamcanidentifythreatsuniquetoyourenvironmentwithflexiblecustomrules.Triggeringalertsagainstknown
IoCs,suchasmalwarehashes,canhelpidentifyknownthreats,butattackerscaneasilyevadethesedetectiontechniques.Cortex
XDRprovidescustomrulesthatenableyoursecurityteamtodetectcomplexcombinationsofbehaviorstoexposespecific
attackertactics,techniques,andprocedures(TTPs).Asaresult,yourteamcancloseknownsecuritygapsandgainvisibilityinto
potentiallymaliciousactivitybeingperformedonthemostvaluableassets.Yourcustomrulescanidentifymisuseofsystems
andapplicationsaswellasdetectzero-dayattacksthatthwartevasiontechniques,ensuringyoucanuncoverthreatsevenifan
adversarymanipulatesmalwarenames,hashes,orIPaddresses.

Youranalystscandefinerulesbasedondozensofdifferentparameters,includingprocess,file,network,orregistryinformation.
Morethantwohundredpredefinedrulesdetectabroadarrayofthreatsoutofthebox,includingpersistence,tampering,privilege
escalation,andlateralmovement.

Thesedetectioncapabilitiesworkallday,everyday,providingyoupeaceofmind.

Threat Hunting and IoC Searching
Threathuntingplaysavitalroleinsecurityoperations,whetheranalystsareperforminganindependentsearchorexpanding
fromaninvestigation.Withsearchqueries,yourteamcanuncoversuspiciousactivitybysearchingforspecifichosts,files,
processes,registryupdates,networkconnections,andmore.Queriescanbeprecise,suchas,“Whatarethechangesmade
toaspecificfilebyaspecificprocessonahost?”oropenended,suchas“Showmealltheprocessesrunninginthedomain.”
Yoursecurityteamcansearch,schedule,andsavequeriesascustomrules.

YoursecurityteamcansearchforattackbehaviorsaswellastraditionalIoCswithoutlearninganewquerylanguage.
Analystscanfilterresultstoreducethenumberofeventstoreviewandrevealcovertthreats.Byincorporatingthreat
intelligencewithacompletesetofnetwork,endpoint,andclouddata,yourteamcanfindpastattacksoruncoverincidents
inprogressinseconds.

Figure 6: Behavioral analytics architecture for Cortex XDR
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Rapidly Investigate Alerts
Toexpeditetriageandanalysisofanythreat,youranalystsneedfullinvestigativecontextattheirfingertips.CortexXDRdelivers
severalkeyfeaturesthatacceleratealerttriageandincidentresponse.Analertdashboardletsyourteamsort,filter,export,oreven
investigatealertsfromanysourcewithasingleclick.Yourteamcaninstantlyunderstandtherootcause,reputation,andsequence
ofeventsassociatedwitheachalert,loweringtheexperienceneededtoverifythreatswhileensuringfastandaccuratedecisions.

Data Inspected by Cortex XDR 
CortexXDRanalyzesprotocol-levelmetadataintrafficlogs,enhancedapplicationlogs,andthreatlogscollectedbyPalo
AltoNetworksNGFWs,VM-SeriesvirtualizedNGFWs,andGlobalProtect™cloudservice.Italsoexaminesendpointdata
fromTraps.Bybuildingaprofilebasedonmorethan1,000dimensionsofbehavior,includingfrequencyofconnections,
sourceanddestinationoftraffic,protocolsused,andmore,CortexXDRcanlearntheexpectedbehaviorofusersand
devices.CortexXDRalsomonitorsinternaltrafficaswellasoutboundtrafficfromclientsandserverstotheinternet.

Session-Level Data
PaloAltoNetworksNGFWsextractthemetadata
neededtoprofileuseranddevicebehavior,including:

• SourceIP,destinationIP,sourceport,and
destinationport

• Bytessentandreceived

• Connectionduration

• Enhancedapplicationlogswithtransaction-level
dataonDNS,HTTP,DHCP,RPC,ARP,ICMP,
and more

• ApplicationdetailsfromApp-ID

User Data
CortexXDRanalyzesnetworktrafficandendpoint
datatoextractusercontext,suchas:

• Logged-inuser

• Typicaluserofamachine

• Usercreatingtheprocessthatinitiatedthe
communication

• Usergroupandorganizationalunitfrom
 Directory Sync 

Endpoint Data 
CortexXDRanalyzesallendpointactivity,including:

• Filecreation,deletion,andupdate

• Filehash

• Filepath

• Processname

• Registry change

• CLIarguments

• Hardwareevents,suchasUSB

• Eventlogmanipulation

• Trapssecurityalerts

• WildFiremalwareverdict

Host Data
CortexXDRidentifiesmachinesbytracking:

• Hostname

• MACaddress

• Operatingsystem

Data Retention
• Minimum30days

Figure 7: Find the root cause of any alert, including network and cloud security alerts
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Apply Knowledge Gained from Investigations
WithCortexXDR,yourteamcanapplyknowledgefromeachinvestigationtoreduceyourattacksurfaceandstreamlinefuture
investigations,transformingyoursecurityposturefromreactivetoproactive.

Yourteamcancreategranularcustomrulesbasedontheattacktechniquesidentifiedinpastincidents.Youcanalsousethe
customrulesavailablefordetectionascontextforfutureinvestigations.Ratherthanassigningaruletoalertonanevent,itcan
notifyyouranalyststhatsomethinghasoccurredthatneedstobefactoredintoadecision.Lessexperiencedanalystscanmake
educateddecisionsduringinvestigationsbyviewingintuitive,informationalalertsrelatedtoincidents,suchaspossibleevasion,
persistence,orcredentialabuseactivity.

CortexXDRcontinuallyevolvestoanticipatethreatsandoutsmartattackers.TrapsandCortexXDRintegratewithWildFireto
distributemalwarefindingstotheindustry’slargestmalwareanalysiscommunity.PaloAltoNetworksUnit42research,theGlobal
SecurityIncidentResponseTeam(GSIRT),andtheCortexXDRresearchteamupdateprotectionsbasedonacombinationof
automatedandmanualanalysisofmetricsandtelemetrydata.

Yourteamcanconclusivelyanswerthequestionsposedbyanyevent,usingtheseanalysisviews:

• Root cause analysis view:Aunique,patentedanalysisenginecontinuouslyreviewsbillionsofeventstoidentifythe
chainofeventsbehindeverythreat.Itvisualizestheattacksequencebacktotherootcauseandprovidesessential
detailsabouteachelementinthesequence,makingcomplexattackseasytounderstand.Youranalystscaninstantlysee
whichendpointprocesseswereresponsiblefornetworkorcloudsecurityalertswithoutmanuallycorrelatingeventsor
pivotingbetweenconsoles.

• Timeline analysis view:Aforensictimelineofallattackactivityprovidesactionabledetailforincidentinvestigations,
allowingyouranalyststodeterminethescope,impact,andnextstepsinseconds.Informationalalertsimprovetimeline
analysisbyidentifyingsuspiciousbehaviorandmakingcomplexeventseasytounderstandwithoutclutteringyouralert
dashboardwithlow-riskevents.

CortexXDRoffersrelieftoteamsstrugglingwithabacklogofalertsanddifficult,timeconsuminganalysis.Moreover,itsimpli-
fiesalerttriageandincidentinvestigationwithintuitive,visual,context-driventools.Analysisthatusedtotakehours,days,or
weekscanbeaccomplishedinsecondsorminutes—allwithlessspecializedexpertise.

Respond and Adapt to Threats
Onceyouidentifythreats,youneedtocontainthemquickly.CortexXDRletsyoursecurityteaminstantlyeliminatenetwork,
endpoint,andcloudthreatsfromoneconsole.Yourteamcanquicklystopthespreadofmalware,restrictnetworkactivityto
andfromdevices,andupdatethreatpreventionlists,suchasbaddomains,throughtightintegrationwithenforcementpoints.

WithRemoteTerminal,responseandremediationcangobeyondinitialcontainment.Youranalystscanremotelyviewalerts,
uploadtools,andinteractivelyruncommandsorscriptsusingPython®orPowerShell®forin-depthforensicinvestigations.Your
teamscanalsoterminateanddeleteprocessesinaliveenvironmentonanyhostwithfullauditingoccurringastheywork.All
thewhile,enduserscancontinuetoworkwithoutdisruptionordowntimewhilethreatsareeliminated.

Figure 8: Cortex XDR Remote Terminal Task Manager
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The Silver Lining of Cloud Deployment
Asacloud-basedapp,CortexXDReliminatestheneedtodeployadditionalon-premisessoftwareorhardware.Itusesyour
existingPaloAltoNetworksproductsassensorsandenforcementpoints,streamliningdeploymentandmanagement.Thedata
collectedfromyourPaloAltoNetworksinfrastructureisstoredinCortexDataLake,ascalable,cloud-baseddatarepository.
CortexDataLakedeliversefficientlogstoragethatscalestohandlethelargevolumeofdataneededfordetectionandresponse.
YoucanquicklydeployCortexXDRandCortexDataLake,avoidingthetime-consumingprocessofsettingupnewequipment.

Byeliminatingon-premiseslogstorageandadditionalsensorsandenforcementpoints,CortexXDRofferslowtotalcostof
ownership.CortexXDRalsobooststheproductivityofyoursecurityoperationsteambyautomaticallydetectingattacksand
acceleratinginvestigations.

Conclusion
Thesearethetimesthattryanalysts’souls.Tokeepupwithever-increasingthreats,organizationsdeploymoreandmore
siloedtoolsthatproduceanavalancheofincomplete,inaccuratealerts.Insteadofusingcloud-basedmachinelearningtocut
throughthenoiseandfindhard-to-detectattacks,legacysecurityinformationandeventmanagement(SIEM)productsfocus
onaggregatingalertsforthreatsthatwereidentifiedandtypicallystoppedbysecurityinfrastructure.Ontheotherhand,siloed
detectionandresponsetoolsforceITstafftodeployadditionalhardwareandsoftware,buttheyonlyofferanarrowviewof
threats,creatingblindspotswhileforcinganalyststogatherandcorrelatecluesfrommultipletools.

CortexXDRprovidesyouranalyststhesecretweapontheyneedtoeradicateelusivethreatsanywhereinyourenvironmentby
stitchingtogetherandanalyzingallyournetwork,endpoint,andclouddata.WithCortexXDR,youcan:

• Preventadvancedmalware,exploits,andfilelessattackswithCortexXDR,whichincludesTraps,ensuringcomplete
coverageofeveryendpoint.

• Automaticallydetectstealthyattacksandanomaliesuniquetoyourorganization,usingmachinelearningandanalytics.

• Acceleratealerttriageandinvestigationstoincreasetheproductivityofallyoursecurityanalystsbyrevealingtheroot
causeofanyalert.

• Quicklycontainthreatsbycoordinatingresponseacrossenforcementpoints.

• Outpaceattackerswithup-to-dateprotectionsandresearchfromWildFire,Unit42,andGSIRT,poweredbycloudscale
andagility.

WithCortexXDR,yougaincompletevisibilityacrossyournetwork,endpoint,andcloudassets,soyoucanrestassuredthatall
yourusersanddataaresecure.


