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EVPN-VXLAN
Enhancements in AOS-CX 10.10

§ Campus
– FIB optimization for better scalability
– Multi-fabric:

• Shared border VTEP between multiple EVPN fabrics (no stretched VLAN)
• Border VTEP as route-reflector
• IPv6 overlay support (POC only)

– IP Directed Broadcast over VXLAN
– Scale improvement: 6300, 6400, 8325, 8360, 8400

§ Datacenter
– Scale improvement: 8325, 8360, 8400, 10000
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IP Directed Broadcast Over VXLAN Overview
‒ Broadcasts are normally contained within a subnet

‒ This feature forwards broadcasts across different subnets
‒ 10.10 adds support for IP Directed Broadcast Over VXLAN

‒ IP Directed Broadcast with non VXLAN networks was supported before 10.10

‒ Supported platforms: 
‒ 6300, 6400, 8360

VTEP1

VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

VTEP2

IP directed broadcast from 10 to 12 subnet



Use Cases
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Wake on LAN (WoL) or Banking Applications
‒ Software distribution in large networks typically utilize WoL which requires IP Directed Broadcast
‒ Financial/Banking environments also require it for stock related applications

VXLAN Tunnels

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.X/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from WoL server on subnet 10 to WoL clients on subnets 12 and 13

WOL Server
WOL Clients

VTEP1
VTEP2

10.1.13.X/24

Int VLAN 13
10.1.13.1/24

WOL Clients

VTEP3



Details
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IP Directed Broadcast Over VXLAN Details
‒ Disabled by default

‒ Must be enabled on SVIs

VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

VTEP1
VTEP2

‒ In this example: Source SVI and destination SVI are on different VTEPs 
‒ IP Directed Broadcast is enabled on VTEP2, SVI 12
‒ VTEP2 will receive broadcast over L3 VNI 

L3 VNI 1000
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IP Directed Broadcast Over VXLAN Details
‒ Disabled by default

‒ Must be enabled on SVIs

VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

10.1.12.15/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

VTEP1
VTEP2

‒ In this example: Source SVI and destination SVI are on the same VTEP + same destination SVI on remote VTEP 
‒ IP Directed Broadcast is enabled on VTEP1, SVI 12
‒ VTEP2 will receive broadcast over L2 VNI 

VLAN 12 mapped 
to L2 VNI 12
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IP Directed Broadcast Over VXLAN Packet Capture
‒ Packet capture from source on subnet 10 to destination subnet 12 over VXLAN tunnel
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IP Directed Broadcast Over VXLAN Caveats
‒ IPv4 only, IPv6 doesn’t utilize broadcasts

VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/2410.1.12.15/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

VTEP1
VTEP2

VLAN 12 mapped 
to L2 VNI 12

‒ In this example: Source SVI and destination SVI on the same VTEP + remote VTEP (could have the same 
destination SVI configured)
‒ IP Directed Broadcast is enabled on VTEP1, SVI 12
‒ VTEP2 will receive broadcast over L2 VNI 

‒ Since IP Directed Broadcast over VXLAN is only supported on 6300, 6400, 8360
‒ VTEP1 has to be 6300, 6400, 8360
‒ VTEP2 could be 8325, 8400, 10000 (validated by QA) 
‒ VTEP2 could be 3rd party VTEP (might work but not validated by QA)



Configuration
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Configuration Info
interface vlan 12

vrf attach VRF1
ip address 10.1.12.1/24
active-gateway ip mac 12:00:00:00:01:00
active-gateway ip 10.1.12.1
ip directed-broadcast

‒ Feature is enabled on destination SVI connected to hosts that are supposed to receive the broadcast

6300-1-VSF# sh ip directed-broadcast

IPv4 Directed Broadcast Configuration

Interface      Status
--------- -------
vlan12         Enabled

‒ Verification command and output



15

Adding ACLs to source connected SVI

access-list ip ipdb-vlan1002
10 deny udp 102.102.102.2 192.137.1.255 eq 88 count
20 deny udp 102.102.102.2 192.138.1.255 eq 88 count
30 deny udp 102.102.102.2 192.139.1.255 eq 88 count
40 deny udp 102.102.102.2 192.140.1.255 eq 88 count
50 deny udp 102.102.102.2 192.141.1.255 eq 88 count
60 deny udp 102.102.102.2 192.142.1.255 eq 88 count
70 deny udp 102.102.102.2 192.143.1.255 eq 88 count
80 deny udp 102.102.102.2 192.144.1.255 eq 88 count
90 permit any any any count

!
interface vlan 1002

vrf attach VRF1
ip mtu 9198
ip address 102.102.102.4/24
active-gateway ip mac 00:00:5e:00:01:10
active-gateway ip 102.102.102.1
apply access-list ip ipdb-vlan1002 routed-in

‒ It is possible to apply an inbound ACL on SVI connected to source which sends the broadcast

‒ Example below shows an ACL used to block directed broadcasts from a specific source to specific destination 
subnets, but allowed on all other destination subnets



Best Practices
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Best Practices
‒ Enable IP Directed Broadcast only on required SVIs
‒ Ensure all remote VTEPs with the same SVI have it enabled 

VXLAN Tunnels

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

VTEP1
VTEP2

‒ In this example: Source SVI and destination SVI are on different VTEPs 
‒ IP Directed Broadcast is enabled on VTEP2 and VTEP3, SVI 12
‒ VTEP2 and VTEP3 will receive broadcast over L3 VNI 

L3 VNI 1000

10.1.12.17/24

Int VLAN 12
10.1.12.1/24

VTEP3
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Best Practices
‒ Enable IP Directed Broadcast only on required SVIs
‒ Adding it on additional VTEPs doesn’t cause any issues, but it doesn’t accomplish anything 

10.1.12.15/24

Int VLAN 12
10.1.12.1/24

‒ In this example: Source SVI and destination SVI on the same VTEP + remote VTEP (could have the same 
destination SVI configured) 
‒ IP Directed Broadcast is enabled on VTEP1, SVI 12
‒ VTEP2 and VTEP3 will receive broadcast over L2 VNI 

VXLAN Tunnels

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

VTEP1
VTEP2

10.1.12.17/24

VTEP3

IP directed broadcast from 10 to 12 subnet

Int VLAN 12
10.1.12.1/24

VLAN 12 mapped 
to L2 VNI 12



Troubleshooting 
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IP Directed Broadcast Over VXLAN Troubleshooting

3. Verify source VTEP sees IP Directed Broadcast 
traffic 

4. Verify destination VTEP sees IP Directed 
Broadcast traffic 

2. Verify IP Directed Broadcast is configured on 
correct VTEP and SVI

1. Check VTEPs support IP Directed Broadcast 
Over VXLAN capability

‒ Recommended troubleshooting flow

‒ Have a topology diagram ready
‒ Ensure IPs, interface details are included
‒ Check physical cabling and generate “show tech” when opening a TAC case
‒ Check network: show LLDP neighbor, ensure directly connected neighbors have connectivity by using 

ping and traceroute between loopbacks and interfaces, fix any issues found

VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

VTEP1
VTEP2L3 VNI 1000

1/1/1 1/1/1

Lo0 - 192.168.2.7/32
Lo0 - 192.168.2.5/32
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1. Check VTEPs support IP Directed Broadcast Over VXLAN 
capability
‒ Check required software is loaded, e.g. 10.10

2. Verify IP Directed Broadcast is configured on correct VTEP 
and SVI

‒ Refer to best practices
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3. Verify source VTEP sees IP Directed Broadcast traffic 
‒ Enable mirror capability and packet capture traffic
‒ Sample config

mirror session 1
destination interface 1/1/46
source interface 1/1/49 both
enable

4. Verify destination VTEP sees IP Directed Broadcast traffic 
‒ Enable mirror capability and packet capture traffic
‒ Sample config

mirror session 1
destination interface 1/1/46
source interface 1/1/49 both
enable

‒ If source VTEP doesn’t see the traffic, the problem should be related to source device sending the broadcasts 

‒ If destination VTEP doesn’t see the traffic, ensure VXLAN tunnels are up and functioning for unicast and other BUM 
traffic



Demo
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6300-1
VXLAN Tunnel

10.1.10.15/24

Int VLAN 10
10.1.10.1/24

10.1.12.16/24

Int VLAN 12
10.1.12.1/24

6300-4
Lo0 - 192.168.2.7/32Lo0 - 192.168.2.5/32

⎻ Source 10.1.10.15 on 6300-1
⎻ Destination 10.1.12.15 on same VTEP
⎻ Destination 10.1.12.16 on different VTEP

⎻ Show IP directed broadcast from host in subnet 10 to subnet 12

10.1.12.15/24

Int VLAN 12
10.1.12.1/24

IP directed broadcast from 10 to 12 subnet

IP Directed Broadcast Support Over VXLAN Demo

1/1/1
1/1/12/1/1



Resources
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Feature/Solution References
– https://datatracker.ietf.org/doc/html/rfc922

https://datatracker.ietf.org/doc/html/rfc922


Thank you
daryl.wan@hpe.com

mailto:daryl.wan@hpe.com

