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Lookalike Domains

● Visually similar
● Designed to trick 

human beings 

What is similar? 
● It depends. 

Let’s take a look! 



Lookalike Domain Detection

Detects from Newly Observed Domains (NOD), 
domain names that try to mimic popular domains
(Alexa top-100) or strategic domains for phishing
(e.g. banks) and spamming.

Detects domains that overlaps and/or have
homograph n-grams, 
e.g. letter ‘O’ and number ‘0’ are considered
homographs.
Use distance analysis to detect the likelihood of 
lookalike attacks

SOA record is analyzed and used for catching false
positives. 

Detects 
• Letter replacement, example g00gle.com, 

gooogle.com, bankofthevvest.com, rn1cr0soft.com



Lookalike domain techniques



Infoblox.com and lnfoblox.com- try that at 7 point font! 



Everyone is a Target! Example Infoblox. 



Lookalike Domain Detection

Text

Punycode

pаypаl.com pąypąl.com paypal.com

xn--pypl-53dc.com xn--pypl-btac.com paypal.com

Text

Punycode

google.com gοοgle.com gооgle.com

google.com xn--ggle-0nda.com xn--ggle-55da.com



Examples from Romania



Scam



Scam



Easy money J



Lookalike – partial match

Ceskapostapay[.]com

192[.]64[.]117[.]221 Malicious Activity!
Effective URL: https://ceskapostapay[.]com/payment/Package/Select-payment-method.php?NAME_PATH=
track_yy_dl24&SCREEN=identification_contrat_...

WHOIS Record (Created)  2021-06-14T01:40:11+00:00 
Policy_NewlyObservedDomains 2021-06-14T01:44:32.000Z 
MalwareDownload_Generic 2021-06-15T05:51:33.037Z 



Letter replacement: lnPost.pl

Fake: <form method="post" action="hXXp://18.194.99[.]238/post.php"index.html" class="account" name="sign-in" id="form1">

Original: <form method="post" action="./Default.aspx?ReturnUrl=%2f" id="form1">



Lookalike + web advertisement (!)



Lookalike + redirect to legitimate page



Letter addition



C2 from Steam / Telegram profiles



Trusted by CISA



DNS Threat Intelligence
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• curl –s 
"https://csp.infoblox.com/tide/api/data/threats/host/daily?target=apple.com
&data_format=tsv&field=detected,host&rlimit=20&property=Policy_Lookali
keDomains"

• apple.bucket.americanexprees[.]com

• www.apple.com-login-online.ekdriywyxq65irefusvlhxat1s4jbww97rdamd89d67.coastalcarolinalandmaintenance[.]com

• www.apple.com-login-online.hgxxurwzv560nm8tzbkyd9solvn4spw97rdamd89d67.coastalcarolinalandmaintenance[.]com

• appleid.apple.com.update.gq.opsgeni[.]us

• www.appleid.apple.com-support-account.fvsag[.]com

Searching for lookalike domains in TIDE



• Alphabet change, used in homograph attacks like Beta Bot Trojan:
adoḅe[.]com http://xn--adoe-x34a[.]com/

Lookalike Domain Detection

аррΙе.соm 
apple.com

(Cyrillic)
(Latin) 

аррΙе.бг



• curl -s "https://platform.activetrust.net:8000/api/data/threats/host?
property=Policy_IDNHomograph&target=apple.com
&field=host&rlimit=100&data_format=csv"

[..]
åpplè[.]com

æpple[.]com

appĺe[.]com

äpplé[.]com

ápplë[.]com

aṗple[.]com

äpplê[.]com

ápplé[.]com

àpple[.]com

applę[.]com

Searching for IDN homographs in TIDE





Infoblox Secure DNS

• Like a firewall it implements a security policy

• Which has triggers:
̶ Queried domain name

̶ IP address in response

• And actions:
̶ Block (log or don’t log)

̶ Redirect (log or don’t log)

̶ Allow (log or don’t log)



Suspicious feeds

• Suspicious Lookalikes

• Suspicious NOED (Newly Observed Emergent Domains)

• Suspicious Domains

Domains that have suspicious characteristics typical for malicious domains.

Listed in suspicious feed for 4 months.
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Infoblox Threat Feeds

• Public DoH - provides a list of known public DNS over HTTPS resolving services. This may 

be from a browser, a piece of malware, or a user attempting to bypass your organization's 

DNS policies. This feed contains “canary” domains. We recommend all organizations enable 

this blocking rule.

• Country-based custom feed – all IP addresses located in specified countries

• Custom feeds – anything we have in threat intelligence database

Newly Observed Emergent Domains – recently created and newly active domains



Threat Intelligence provider for US Gov



Threat feeds overlap between vendors
• 2 graphs due to 5 sources



US Dept. Of Homeland Security Feeds

Automated Indicator Sharing (AIS) enables the exchange of threat indicators, 
among the Federal Government and the private sector.

• Automated Indicator Sharing (AIS) – Indicators of compromise (Hostnames 
and IP addresses) shared through Department of Homeland Security with the 
private sector

• AIS NCCIC Watchlist  – Indicators contained in this feed appear on the watch 
list from the National Cybersecurity & Communications Integration Center 
(NCCIC). These are medium confidence feeds with a higher chance for false 
positives since they are not verified or validated by DHS or Infoblox.



Domain Lifecycle

Indicator ekisenos-jp[.]top

Newly observed domains revisited in an automated fashion; 
determined to be Suspicious_EmergentDomain

17/02/2316/02/23

First seen 
in NRD

First seen in 
customer 
networks

16/02/23 27/02/23

Human-in-the-loop classifies as phishing

Infoblox Threat Intel confirms it is a domain focused on 
malwareC2 and phishing indicators 

25/03/23

Block 
until 19/2

Block until 
23/2

Block Suspicious Block Active Threat
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SECURITY. IT’S IN OUR DNS.
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