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Market Trends

Hybrid Workforce Distributed Applications Active Vendor Consolidation
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https://www.gartner.com/document/4017782?ref=solrAll&refval=372523211&
https://www.toriihq.com/info/2022-gartner-market-guide-for-saas-management-platforms
https://www.toriihq.com/info/2022-gartner-market-guide-for-saas-management-platforms

Zero Trust Mindset

Never Trust, Always Verify for resource protection

Grants network access only after
identity is authenticated and
authorized

Limits network access only to
necessary resources/applications

Continuously adjusts network
access in near real time, based on
devicel/user context

© Fortinet Inc. All Rights Reserved.
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FortiISASE — Cloud Delivered SSE Solution

Rapid monthly release of new FortiSASE Innovations
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FortiISASE — One Console for Management and Visibility

FortiSASE Unified Management

Centralized Control L 5 ¢ 0r 81 B
. . DL ’ profe Group: Default » @ (YAl & Private Access
Control and configure all FortiSASE & o o [

WebFilter Intrusion Prevention ©
& Configuration

© Threats Inspected Protocols O Threats Filters
components -

(SWG, FWaa$S, ZTNA, CASB, DLP) - o

© Scanning traffic for all known
icies POP3

O Threats Count  Intrusion Prevention

@ Exemp threats and applying the
spclientwg spotify.com Exempt recommended action.
NoData IMAP @ Monitor NoData
safebrowsing googleapis.com
FTP Warning
iFs 173243.138.98 © Disable
lewAll B View Logs # Customize iZ View Al B View Logs & Customize iewAll B View Logs & Customize
. EEE n File Filter u Data Leak Prevention DNSFilter
Sing le Console pra—— i i
7 live-tile-xml data leak by filter: SN Info 2
O S H I f I d P H RAD © Block @ Allow © Allow
Ingle pane for Internet an rivate Access wptte2

@ Monitor O Block © Block

® Monitor

hfnkpimlhhgieaddgfemjhof. @ Monitor

No Data
hinkpimlhhgieaddgfemjhof...

ebc1c500923d3dadddb13...

i= ViewAll B View Logs H Customize i= View Al B View Logs

m Application Control With Inline-CASB n SSL Inspection
© Threats Count  Application Filters O Threats Count ~ SSLInspection
Enhanced Visibility and Monitoring 0. e

@ Allow sshanomaly ©  peepinspection

H Customize i= ViewAl B View Logs H Customize

© e O oo pecionor .
i@\ Reporting, Analytics, Digital Experience

I Exempt Hosts

Monitoring i

iew All View Logs Customize i View All View Logs Customize
FRTINET & G 4 ] B rd
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FortiISASE — One Agent for Simplified Deployment

Converge Legacy Agents into a Single Solution

FortiClient

Fabric Integration
& Support

FortiSASE Unified agent

a Simplified Deployment
a No need to install and update separate User Telemetry &
Vul bili
agents for EPP, SSE, DEM AR Pir':;?g;:ty

ZTNA

@ Comprehensive Endpoint Protection Endpoint

N\~ Full protection of endpoint with antivirus Protection S
Enhanced Visibility and Control eb Hitering

{@\ Telemetry, Digital Experience Monitoring, %‘

endpomt activities SandBox

Digital Experience
Monitoring
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FortiISASE - Flexible security with Thin Edge deployments

FortiSASE Thin Edge Security

. FortiAP and
Secure Smaller Locations ForiExtender
LIC]  secure small locations, pop-up locations or _ Integration with FortiSASE
. . . FortiAp
THT home offices without the need of a firewall
(@)
B ©000CoP0E00000000000 o
— Al-powered
@ security

loT, OT and Agentless Devices Rortizsand
@ Secure access using built-in hardware .
v agent for devices without any agents
(e.g. 10T/OT, ATM)

W Central Visibility and Management

Unified management and visibility for all edges
W= = \with deployment flexibility

Thin Edge

(Home office,
Retall,

ATM, |OT/OT) © Fortinet Inc. All Rights Reserved.



_ A
Scalable Cloud Network for Best User Experience

Global Coverage 140+ Cloud Locations Security As a Service Low Latency, High SLA
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Secure Internet Access

For Remote Users, Thin Edge and Branch Locations

Safe browsing from anywhere

Malware & Ransomware prevention
Prevent threats with cloud-based Firewall, IPS, Web
Filtering, Anti-virus, DNS and File Filtering, Sandbox

Deep SSL Inspection of end-user activity
Deep inspection of web activity for threats,
even when using secured HTTPS access

Al Powered Security Services
Best in class security efficacy and zero-day threat
protection with Al powered FortiGuard Security Services

oooooooooooo

Thin Edge

FortiAP /
FortiExtender

ooooo

Internet

© Fortinet Inc. All Rights Reserved.
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Secure Internet Access — Threat Protection

(] i
am rshenai

% Internet Access [ty Yea=1
Vi Web Filter [ o} Intrusion Prevention © I . o
© Threats Count  Inspected Protocols © Threats Count  Filters © Threats Count  Intrusion Prevention o SI m pI Ifl ed FOS

dns.google 214 @ Alow 1 Recommended Securlty from

>
o
<
2
G
o]

HTTP ]
SMTP [] clientservices.googleapis.com 48 ® Block 23 @ Scanning traffic for all known .
threats and applying the gl p
POP3 o spclientwg.spotify.com 48 @ Exempt 0 recommended action. singie pane
No Data IMAP [] . ) @ Monitor 73 No Data
safebrowsing.googleapis.com 48 i
FTP [] A\ Warning 0
CIFS ® 173.243.138.98 39 © Disable 0

Default profiles
iewAll B View Logs & Customize i= ViewAl B View Logs & Customize i= Viewall | B View Logs A Customize available for faSt

nsumption
n File Filter © n Data Leak Prevention © DNS Filter © consu p 0

© Threats Count  File Types © Threats Count  Content Filters © Threats Count  DNSFilters
| il | 48 leak by filter: SSN Inf 2 1
fectilesxm © Block p | | dataleakbyfilter: SN Info @ Allow 0 @ Alow 65 Web and Private
update2 ®  ® Monitor 54 © Block 0 © Block ! A isibilit
hfnkpimlhhgieaddgfemjhof... 1 @ Monitor 2 Mo Dat @ Monitor 17 pp VISI I I y
0 Uata
hfnkpimlhhgieaddgfemjhef... |
ebclc50b923d3dadddbl1s... 1 e S . f_l
ViewAll B View Logs # Customize = viewAl B View Logs J Customize i= Viewall | B View Logs Can be Customized
m Application Control With Inline-CASB © u SSL Inspection
@ Threats Count  Application Filters © Threats Count  SSL Inspection
A QuiC [24] ® Allow o ssl-anomaly (4] Deep Inspection
® Block 1 @ SSL connections are decrypted
. to allow for inspection of the
@ Monitor 19 contents.
I Exempt Hosts 1
= Exempt URL Categories 2
EBBRTRET B view Logs # Customize i= view Al B View Logs & Customize
amn . i
— = © Fortinet Inc. All Rights Reserved. 12



Secure Private Access

With ZTNA and SD-WAN integration
Zero Trust

~ Security Posture

Secure corporate app access
@)

A 4

B3 Secure Cloud & datacenter app access Agentless AWS
Eﬂ Secure anywhere access to corporate applications in : ~—-7 3
o datacenter and cloud with deep security inspection I
2 SpwaN
. - Agent
.O. Universal Zero-trust Network Access O

OOO User identity and device context-based zero-trust access
to explicit applications from remote or on-prem location

e |

Data Center

® SD-WAN integration
‘é’ ® Superior user experience with full integration

e with Fortinet SD-WAN architecture FortiAP /
FortiExtender

alEh 5 .
© Fortinet Inc. All Rights Reserved. | 13



Secure Private Access with SD-WAN Integration

Zero Trust
Security Posture

A 4

A

SD-WAN Private Access

o Agentless ; aws D
. )

=Y P A

.é. SD-WAN Integration with existing SD-WAN

o Hub from any SASE PoP I
O
SD-WAN
Ag?t ““““““ @J Integration
:>6 Fast access to applications using SD-WAN SD-WAN hub
from SASE PoP to SD-WAN Hub FortiClient .

!

Data Center

Q) Broader app support
(UDP-based VolIP, video, UC)

FortiAP /
FortiExtender

© Fortinet Inc. All Rights Reserved. ‘ 14



Secure Private Access - What’'s New

Bi-directional Traffic Support for Secure Private Access with SD-WAN Integration

: aws
Server to Client Traffic Support D

+ Allow trusted traffic from applications on I

the SD-WAN network to securely connect

: — —SD-WAN- — — —

to remote user devices (e.g., MDM, T '*Ir
SD-WAN hub |

Remote Desktop)
1

1

l .

1

* Requires environment to have the remote I
|

VPN user identification feature enabled -
ae=cfacr
=

MDM
Data Center

© Fortinet Inc. All Rights Reserved. 15



Secure Private Access with ZTNA

FortiSASE ZTNA Support
Q

Zero-trust access based on user/device
identity and device posture

Granular and explicit application
access control per-session

Continuous device posture
re-assessment (every 60 seconds)

Zero Trust
Security Posture

A

A 4

FortiClient ZTNA l

e ZTNA
O Application
P Gateway
Agent (Access Proxy)

‘ -

Data Center

— Encrypted Data Traffic

----------- Control Traffic

16




Zero Trust security for secure application access

ﬁ@ FortiSASE = ervices o & @ At~ Srshenaiv
¢ Edit | T De © Q Search Q ©® & Internet Access Private Access
o Name Profile Group Source User Destination Action Hit Count Status
Configuration i @ CSAThin-Edge-SPA CSA-SPA-Profile All Edge Devices All Private Access Traffic v Accept 2592 1 @ Enabled
ftnt-tk-spa-deny 3 WindowsFW-off-check &2 sighber-corp All Private Access Traffic © Deny 0 @ Enabled
Policies 32 ftot-tk
ftnt-tk-spa Default € WindowsFW-on-cjilitk &2 sighber-corp All Private Access Traffic v Accept 81 @ Enabled
3 Win10-0S-check a2 ftnt-tk
CJ_SPA_Policy CJ_SPA_Profile_Group € Win10-0S-check &2 CJ_Group All Private Access Traffic v Accept 31 @ Enabled
€ WindowsFW-on-cjilitk
BDE-CAN_VPN_PA_Pol1 Permit DNS BDE-CAN_PA_PG &2 BDE-CAN T BDE-CAN_PA_DCO1 ' Accept 6,179 1 @ Enabled S PA pOI |C|es
&2 BDE-CAN_FSELAB_RGO1 . R
BDE-CAN_VPN_PA_Pol2 Permit Any BDE-CAN_PA_PG 3¢ BDE-CAN_DomaifliSELAB &2 BDE-CAN T2 BDE-CAN_PA Net AG ' Accept 18,485 = @ Enabled deflned Wlth
&2 BDE-CAN_FSELAB_RGO1 ZT NA tags
BDE-CAN_VPN_PA_Pol3 Deny Any &2 BDE-CAN TS BDE-CAN_PA Net AG ®© Deny 106,222 — @ Enabled

&2 BDE-CAN_FSELAB_RGO1

ZTNAtag rules

Ll macDs | Linee | 105 | Android pp
= o . '
EDIT RULE SET multiple OS's
e e Userin AD Group Name WindowsFW-off-check
u ud
= Enabled ©
Certificate
. Comments
Domain )
EME Manzgemsent
Fil= When the following rules match
IP Range
05 Version t | @D
REEIETW Ky Parameters ¥ Matching Criteria ¢
Running Process
Sanbex
Severity Lavel O  Windows Security (X¥& Windows Firewall is enabled ~ All parameters must pass
User Idenitity
Windows Security
On-Fabric Status Apply the following tag
Tag Name e WindowsFW-off-check v

© Fortinet Inc. All Rights Reserved. 17



FOrtiISASE Secure Private Access

Bridge to securely connect remote users to their private applications

B© FortisAse

(7]

Dashboards

Edge Devices
Network

Asset Map

Secure Private Access
Managed Endpoints
Connected Users

Digital Experience
Monitoring

figuration
System

Analytics
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@ & Endpoint
ZTNA Access Prox:
r: "l © w rortiap
@ Au _ A
rendl @ § FortiExtender
2024/8: @ BB FortiGate

(R

FortiAP-431F

O & Private Access Hub
© P Security PoP

| © % ZTNA Access Proxy

Filter by Edges

P 76.19.255.120

G

FortiAP-231F

er FP231FTF23045206

P 100.0.193.106
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©© Miami - Florida - USA

d Users g

©© Dallas - Texas - USA

Status @ Operational @

1 e
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Secure SaaS Access

For Visibility and Control Zero Trust

N Security Posture

Secure Access to Cloud apps and files
@)

A 4

o S
A Cloud App Access Control Agentless

{@}g Safe Cloud Application access and blocking

of malicious apps with in-line CASB feature, :

including Zero Trust posture checks Inline-CASB;

API-CASB,
O DLP servicenow

Deep control & view of apps content Agﬁt °°°°°°°°°°°°°°° SRS 1] Office 365
@ Control over app content and files with

APIl-based CASB for enhanced security FortiClient

and threat detection

Unified agent for anywhere detection
FortiClient Agent covers all the use-cases
from SASE, Zero-trust, SaaS security, _
. . FortiAP /
and End-Point Protection FortiExtender

© Fortinet Inc. All Rights Reserved. 19



Inline CASB

5® Fortisase

@ D ds
Network

Configuration

Policies
Security

F -ATINET

capabilities

& mD
) SCANMINg TraTTC Tor CrITcal
threats and blocking them
No Data
= ViewAll | B View Logs & Customize
n Data Leak Prevention ©
© Threats Count Content Filters
@ Allow 0
® Block 0
@ Monitor 2
No Data
i= ViewAll | B View Logs & Customize
E Application Control With Inline-CASB [ o]
© Threats Count =~ Application Filters
@ Allow 1
© Block 9
@ Monitar 17
No Data
A 110 Cloud Applications can be
monitored & controlled by
Inline-CASE when S5L
inspection is enabled
= viewAll | B View Logs & Customize

38 L3U6UU_UCBDZ Z44 7070, 1
38130717_0392758das7.. 1
38132480 f62c6747847 ce. 1
38133273_23d9063e2a07... 1

= ViewAll B View Logs

[l DNS Filter

© Threats Count

technitium.tmlab.network 25

i= ViewAll | B View Logs

ﬂ SSL Inspection

O Threats Count

No Data

= viewAll B View Logs

o & @~
Profile Group: | Default = | €

@ Monitor 56

& Customize

©

DNS Filters
@ Allow 0
® Block 10
@ Monitor 81

& Customize
SSL Inspection

Certificate Inspection

@ SSLcertificates are inspected to
categorize traffic. Mo decryption
of traffic is performed

& Customize

A 15~ =tmeﬁ:rti@gmail.com

#% Internet Access

£ Private Access

Application status

Activity history

Risk statistics

Highest risk users, files,
triggered policies & countries

Risk/usage trends

© Fortinet Inc. All Rights Reserved.
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Example: O365 Summary Over Past 90 Days

& FortiCloud

Citrix ShareFile

Conflu

GCP Stora

GitHub

 Jira

Last 90 days

] Office 365

» Connected

l binxufortinet@binxufortinet.onmic

4/4 Pass Detail

Document Overview

High Risk Documents

Top 5 High Risk Documents

DLP1MTex:

H1Violati

H1Vio

Documents profiled as per Risk

High Risk U

Alert Overview

Alerts by Severity

ation

® Warning

User Overview

Top 5 High Risk User

Users profiled as per Risk

Alerts & Trends

Alert Trend

Activity Overview

10/191 High Risk Activity

Upload File

Activities profiled as per Risk

Top 5 High Risk Activity

Policy Violations

Policy Overview

Violated Policy

fenpdemo@gmail com W

¢ B = e

Top 5 Violated Policy

ed_policy

PCI - Privileged Account Activity

Restricted User

Suspicious Time

Activity Trend

© Fortinet Inc. All Rights Reserved. 21




Comprehensive Data Security

Built-in Data Leakage Protection (DLP)

Data Protection with FortiSASE

Identification, monitoring and protection

of organization’s data—At rest and = : — .
in motion [ r— woy o EET S-S 204205

l-l-!-

e Ie

FortiGuard Al-powered DLP feeds
Supports 500+ pre-defined data patterns
updated frequently for new patterns

a1
&

L I

Ie 1e e

Predefined sensors and dictionaries

E] Support for granular policies to
meet data protection requirements with

tailored reporting

alEh . 2
= © Fortinet Inc. All Rights Reserved. 22



Secure Thin Edge Connectivity

Industry’s First — Wireless LAN integration with SASE

Secure Thin Edge Access
servicenow

salesforce u O‘r‘ﬁce 365

sce g
.

Cloud delivered Al-powered Security
@ Secure thin edge locations that don’t have on-prem

firewall to block ransomware and malware : /\?0\
FOrtiSASE eees =
5 Internet
Secure Agentless Access from loT L T e B o :
Secure access using built-in hardware agent in Thin Bdge : A
FortiAP and FortiExtender without any client agents. FortiAP / eees aws : )
FortiExtender .
Cloud delivered Management ===5 m
Cloud delivered management of FortiAP and T 258
FortiExtender with zero-touch provisioning support comter o

= m © Fortinet Inc. All Rights Reserved.



FortiISASE Cloud Delivered Management for Thin Edge

Streamlined Management

Single pane to manage

£l© FortisASE = O Services & & ®@- R0+  Srshenai~
Dashboards Managed FortiAPs FortiAP Profiles SSIDs
Edge Devices
FortiExtenders Usage Usage 2 27.K0p5 Bandwidth
: Z2ce : : € 184kbps
FortiGates M Online (1] M Low @ |2 o j { SASE-SSID - Dallas - .
s 7exoms Il SASE-SSID - Miami - ..
FortiAPs . Obps 7*TW’T*"'T”T f WWﬁwﬁﬁM‘ il Hﬂjﬁﬁﬂw Il SASE-SSID ;}shoqr...
.2 34kbps [l SASE-SSID - San Jos...
Network g ‘ [
& 6.9 kbps
Configuration 10.3 kbps
System 40 minutes ago 20 minutes ago Now
Analytics v || S Ed © Q Search Q | | Connect FortiAPs
Name % Device Type = DHCP Clients Security PoP ¢ Serial Number ¢ Status = IPS Profile
O Sunnyvale-AP FortiAP 1 #9 Ashburn - Virginia - USA FP231FTF23045206 © Online 100.0.193.106 SASE-FAP231F-Profile
Sunnyvale-AP extending to SASE PoP
amn . .
= © Fortinet Inc. All Rights Reserved. 24



Secure Edge Connectivity - What’s New

Granular Edge Device Security Policies

FortiSASE &5 Services  [E FortiSASE Onboarding SH ¢ @ Aol- ;fortisaseisia,demoim@mtlook.ccm‘

NEW POLICY

Select Entries

P Name € — Any traffic going through FortiSASE has to be associated with a policy. Policies

Source Scope Al | VPN Users [ Search control where the traffic goes, how it's processed, if it's processed and even
FFIC Edge Device - whether or not it's allowed to pass through the FortiGate.
Source All Edge Devices =
el = = = FortiExtender (1) U ez ST
_' olicies o FKOOESZZEOOO‘liZl F FX0035223000154 Policies with VPN users scope c_ontro\ the traffic that goes through the SSL
. . i N B X VPN tunnel established by FartiClient.
Granular Edge Policies | | = Fotap 30 1

Destination Specify = fortisase Edge Devic pe

Service + Policies with Edge Device scope control the traffic that goes through Edge
devices such as FortiExtender and FortiGate.
Action " Accept [ENIRERY

status © Disatie g:;cl:g-;anoauthuri_ze users registered with FortiSASE, LDAP, RADIUS, or
 Control Secure Internet Access and . © Log Volston Trfhc gj o
Secure Private AcceSS POIiCieS per Edge cC By default any traffic that is not specifically allowed is denied. Creating an

QOutbound Policy allows you to permit approved traffic to leave the network.

Useful Links
B Relevant Documentation [
B Online Guide £

« Supports FortiAP SSIDs, FortiExtenders, (owp o

FortiGate Edge DeViceS ) N O Jointhe D|s::usswor' =z

* Specify Authorized Edge Device as Source

ZTNA

Daomains

= © Fortinet Inc. All Rights Reserved. 25



Free FortiISASE with FortiAP 431F in 2024

Experience FortiSASE cloud delivered security and management with FortiAP 431F

Purchase new FortiAP 431F
Register FortiAP in FortiCloud account

Use promo code “2024-SASE-AP” during
FortiSASE provisioning

g Use zero touch provisioning tool to connect

FortiAP to FortiSASE

Connect FortiAP to FortiSASE for free cloud
security through Dec 31, 2024

Full Details on the Web

26



24.2.b

Secure Edge Connectivity — What’s New
SD-WAN On Ramp for Branch

IPSec Connectivity to FortiSASE from Branch 0 ((®))
.C"\U FortiAP
 Extends FortiSASE to all branch edge locations sers. E|

“ Thin
Branch

« Supports IPSec from any validated branch edge
device to connect to FortiSASE

« Supports IPSec connection to 2 FortiSASE locations
per branch for redundancy

FortiISASE

* Requires Add-on for SD-WAN On-Ramp per et
FortiSASE Location (Advanced or Comprehensive) ~

3 party
Branch Router

= © Fortinet Inc. All Rights Reserved. 27
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End-to-End Digital Experience Monitoring

Comprehensive visibility | Metrics and alerts correlation | Proactive response

Real-time metrics
(Jitter, latency,
packet loss, MOS)

[ ﬂ
Endpoint device usage

(CPU, memory,
Disk usage, Wi-fi strength)

Detailed list of
SaaS applications
monitored

End user device
metrics, hop by hop
analysis

gl

Saas Application ¥

& AopleServices

3 Facehook

) Github

P~ Gmall

B Gaogle Dacs

& Google.Drive

75 Google.S=arch

N Microsoft. Office. 365

Q..'.. C

Security Pol

All Deployed

Al Deploved

All Deployed

All Deployed

Al Deploved

All Deployed

All Deployed

&1l Deployed

All Deployed

All Deployed

Al Deplayed

Endpoint Details

< FortiClient

DEM agent status

SaaS ap;

Monitor for

Start time Hop

2024/03/11

X

Installed Applications FortiGuard Forensics Analysis Hardware Digital Experience >

@ Online
B Google.Docs

3 minutes

Hop IP

10.940.1
15452113

15452112

-
-
Location Average RTT (ms)
F
19.33 (ms)
FORTINET - Valbonne Alpes-Maritimes,France 19.33 (ms)
FORTINET - Valbonne Alpes-Maritimes,France 19.00 (ms)

0.00 (ms)

Packet loss

0.00%
0.00%

0.00%

100.00%

© Fortinet Inc. All Rights Reserved.

Availability ¥

1C0.00%

100.00%

100.00%

1C0.00%

100.00%

1C0.00%

100.00%

10000%

1C0.00%

100.00%

PB.33%
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SOC As a Service integration with FortiSASE

SOC AS-A-SERVICE SOCaaS Incidents

Seamless integration B o .
O Alerts
Say No to False Positives! @ Service Requests 144

© My Assets

E Reports

24x7 Human based Monitoring and analysis
with weekly summary reports, alerts and
notifications

See details

Fortinet security experts notify within 15 mins : s o o R SIS D
— IOCs, remediation, why and what 4

oUSBB8YS
bl

Improve: Maximize Investment
Cloud-based portal with intuitive dashboards,
on-demand reports and quarterly Fortinet
expert meetings

= © Fortinet Inc. All Rights Reserved. 30



(@) Security — FortiGuard Forensics

N
FortiCloud

< Forensic Status - Complete (13)

= Leverage FortiGuard Forensics
service to investigate potentially
compromised endpoints

Endpeint Group P Forensic Status ~ Verdict Report Date

S

B ashah’s PC o) PM A ashah 172.27.1.108 +" Complete Cle 2021-09-28 10:22:08

B

i yanwu's iMac D_i'l Design yanwu 172.27.3.201 +” Complete 2021-09-28 08:21:02

B

B pmPC o PM K] pm 172.27.6.52 +" Complete Cle 2021-09-27 18:09:14

B

B" sraghu’s PC o QA R sraghu 10.21.1.177 +" Complete Cle 2021-09-27 15:35:43

= Submit Endpoints for analysis directly
from the FortiSASE portal

O

2 tfeng's PC & HR a tfeng 172.17.70.25 +" Complete Suspicious 2021-09-27 12:39:17
!

B

‘ Carrie's iMac O3 Design Carrie 172.27.1.109 +" Complete Cle 2021-09-27 10:28:12

B

B Steven 's PC O3 Finance }f‘ Steven 172.27.3.205 +" Complete Cle 2021-09-27 09:35:26

B

27 Jenny's PC () Design & Jenny 172.27.6.50 +" Complete Suspicious 2021-09-27 09:26:09

= FortiGuard Forensics Team will
analyze and provide verdict & details
report on findings

S

27 Lily's PC o PM | Lily 10.21.1.172 +" Complete 2021-09-27 08:36:48

B

Jr]
B Leo’s PC & QA H Leo 172.17.70.20 +" Complete 2021-09-27 08:05:26

B

2 Jack's PC 3 HR A Jack 172.27.1.109 +" Complete Cle 2021-09-27 08:01:36

B

i Kate's iMac O3 Design rﬁ Kate 172.27.3.202 + Complete Cle 2021-09-26 15:31:56

B

2 Charles' PC ) Finance 'i_! Charles 172.27.6.51 " Complete Suspicious 2021-09-26 13:43:01
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@ Assisted Onboarding

Define

* Understand your environment
and any unique requirements

» Capture relevant configuration
for the Deploy phase

Deploy

* Embedded guides will assist
you through the deployment of
common scenarios:

« Enable Authentication

* On-board Users & Devices

* Link with SD-WAN network

[ FortiSASE Onboarding

O

Preparation

1. Confirn tlog
S50 configuration -
V) e
>
Onboard endpoints
Verify endpoint access
! View user and user group tree imparted from IdP

£
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Simple SASE Licensing

Includes all SASE features under single user-based SKU

FortiSASE Standard Bundle
FWaaS & SWG: L3-7 Firewalling, URL-Filtering, Anti-Malware

ZTNA : Cloud-Provisioned, Device Posture checking, Continuous assessment

FortiSASE Pricing

CASB & DLP : In-line CASB, APl CASB and DLP Service

"Fortinet provides excellent value and it’s
BOMs are the simplest of any vendor in
the SASE market"

- 2024 Gartner Single Vendor SASE MQ
Cloud Cloud 24 x7 dSLﬂ?ports 3r
Logging Managed Support € ucst—::rpe

= © Fortinet Inc. All Rights Reserved. 34

Endpoint Security : EPP, Sandboxing, Vulnerability Management




Summary of FortiSASE Bundles and What’s New
SWG @ ® ®

FWaa$S
FortiClient & EPP
ZTNA
CASB (Inline and API)
Data Loss Prevention (DLP)
Sandbox
Digital Experience Monitoring

SOCaas Integration
Endpoint Forensics

Dedicated IPs
Assisted On-boarding
POPs

Consumption

New — Customers can

have up-to 20 PoPs

Add-on

Fortinet Cloud Locations Fortinet Cloud Locations All Locations Both Fortinet & Public Cloud Locations can be used

<

Yearly or FortiFlex Yearly or FortiFlex Yearly or FortiFlex Now available for use within FortiFlex

<
<

See FortiSASE Ordering Guide Link for more details
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortisase.pdf

Why Fortinet Unified SASE?

Flexible Security

FortiOS Powered Al / ML Driven Simplicity
Convergence FortiGuard Security

Flexible deployment
Flexible locations
Agentless/Agent

Unified agent
Single console
SOCaaS / DEM

Simplifying Operations Consistent Security Posture
and Cost Savings

© Fortinet Inc. All Rights Reserved. ‘ 36

FortiOS Al-Security




F:=RTINET



	Slide 1: Unified SASE 
	Slide 2: Market Trends
	Slide 3: Zero Trust Mindset
	Slide 4: Fortinet SASE Solution 
	Slide 5: FortiSASE – Cloud Delivered SSE Solution 
	Slide 6: FortiSASE – One Console for Management and Visibility
	Slide 7: FortiSASE – One Agent for Simplified Deployment
	Slide 8: FortiSASE - Flexible security with Thin Edge deployments
	Slide 9: Scalable Cloud Network for Best User Experience 
	Slide 10: Use cases
	Slide 11: Secure Internet Access
	Slide 12: Secure Internet Access – Threat Protection 
	Slide 13: Secure Private Access
	Slide 14: Secure Private Access with SD-WAN Integration
	Slide 15: Secure Private Access - What’s New  
	Slide 16: Secure Private Access with ZTNA
	Slide 17: Zero Trust security for secure application access 
	Slide 18: FortiSASE Secure Private Access
	Slide 19: Secure SaaS Access
	Slide 20: Inline CASB capabilities
	Slide 21: Example: O365 Summary Over Past 90 Days
	Slide 22: Comprehensive Data Security
	Slide 23: Secure Thin Edge Connectivity
	Slide 24: FortiSASE Cloud Delivered Management for Thin Edge
	Slide 25: Secure Edge Connectivity - What’s New  
	Slide 26: Free FortiSASE with FortiAP 431F in 2024
	Slide 27: Secure Edge Connectivity – What’s New
	Slide 28: Advanced features
	Slide 29: End-to-End Digital Experience Monitoring
	Slide 30
	Slide 31: Security – FortiGuard Forensics
	Slide 32: Assisted Onboarding
	Slide 33: Pricing
	Slide 34: Simple SASE Licensing
	Slide 35
	Slide 36: Why Fortinet Unified SASE?
	Slide 37

