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Cybersecurity Challenges for 2023

Breaches and Data Loss Ransomware Complexity
Confirmed data breach incidents in 2022 Of organizations fell victim to a ransomware Of organizations believe security operations are
attack in 2022 somewhat / significantly harder than 2 years ago
Verizon. Data Breach Investigations Report. Jun 2023. Fortinet. 2023 Ransomware Survey. Apr 2023 ESG Research. SOC Modernization. Oct 2022.



2023 Public Data Breaches

Twitter 200M users sold for $2 each

PayPal

MailChimp — social engineering — 133 accounts compromised
T-Mobile — 37M customers, 3 months undetected

Reddit — stolen credentials

Atlassian — stolen credentials

Activision — employee credentials, 2 months undetected

US House of Representatives — 170.000 users healthcare data sold on the dark web
ChatGPT - leaked PII data cross users

Western Digital — undisclosed impact

MSI - 1.5TB of IP (source code, BIOS, private keys), $4M ransom
KFC, Pizza HUT: employees PII — driver license, ID card

US Government: 237.000 employees data stolen

PharMerica: 5.8M customer PII

Suzuki: cyberattack with production impact of 20.000 cars
MOVEit: file sharing platform hacked. Affected customers British Airways, BBC
Reddit: 80GB confidential data, $4.5M payout

Mondelez: 50.000 employee data stolen; 3 months undetected
UPS Canada: customer data stolen followed by phishing attack
American Airlines: 8000 pilot data stolen

PokerStars: 110.000 customers, MOVEit vulnerability

Norwegian Government: 12 ministries affected

Police Service of Northern Ireland: all policemen data stolen
Discord: 760.000 users data stolen (username, password)
Duolingo: 2.6M users data stolen

Forever21: 500.000 customer data stolen

Sony: 6000 files stolen

Air Europa Spain: credit card data stolen

AVERAGE COST OF A DATA BREACH
WORLDWIDE

4.35m USD

SHARE OF ORGANIZATIONS THAT PAY
RANSOM AFTER A RANSOMWARE
ATTACK

46%

ALL LOSSES COVERAGE BY CYBER
INSURANCE AFTER A RANSOMWARE
ATTACK

39%
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How Fortinet Can Help

Applying Al to Speed Detection and Containment



Simple View of Advanced Detection & Response

SIEM SOAR
E

Enterprise-wide detection

Centralized & automated investigation & response

Specialized advanced detection & response

Cross-domain advanced detection & response

Correlation + analysis, detection, compliance

Immediate prevention at the point of attack

& m © Fortinet Inc. All Rights Reserved.
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SOC Toolset Technical Focus

Identify
Recover
Respond
Identify
Recover
Respond
AR
- .
1

Protect

FortiSIEM

Detect

Protect

FortiSOAR

Detect

Identify

Recover Protect

Respond Detect

Identify

Recover Protect

Respond Detect

Categories based on NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

FortiEDR
(endpoint)

Advanced Network Security
(E.g. Fortinet Security Fabric)

© Fortinet Inc. All Rights Reserved. 6



SecOps Tools — Optimizing Advanced SOC Response

Case Management

Q f Threat Intelligence
- " ‘o Response Orchestration

Cloud Services T Response [-- .
Collaboration

Organizational Best Practice

A FortiSOAR

DNS, Web Server etc

: : A
N i A Case Management
I” A : i Log Aggregation
. e : Analytics
FortiSandbox | CJ) Dashboards & Reporting

FortiSIEM ! Correlation & Alerting

__________

DO D\ SOC Optimized
¢ \( 9\ ’!1 Broad Visibility. Centralized Automated

Core Servers & —‘

Applications = S
Infrastructure Devices = A Incident Response
SOC Team Organizational
nalyst Best Practice
AR
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FortiSIEM



Scalable Architecture

Supervisor
Core functionality

Worker Nodes
Shared Storage —— 1+ Scale out performance
™ » Distributed query and event processing

Hypervisor
* Vmware
: K\\//Vl\g Collectors
* HyperV * Physical or virtual_
Hardware * * Local or rem(_)te site
« 2000G  Event coIIec’_uon
« 3500G * Pre-processing
* Hardware cluster support from 5.1.3 / 5.2.1

AR
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How Does a FortiSIEM Work?

» Syslog

S{clesll (s « SNMP Traps
Logs « WMI

* Netflow

* Agents
» Agent-Less
» Windows/Linux Agents

Others

“Original Log Data”

-

2.2.2.2172.16.10.6 3128 674

May 6 17:55:48 squid[1773]: [ID 702911 local4.info] 192.168.20.39 1715

"http://mail.abc.com/mail/?" HTTP/1.1 302 1061 568
"http://www.abc.com/" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-
US; rv:1.8.1.14) Gecko/20080404 Firefox/2.0.0.14" TCP_MISS:DIRECT

~N

----- [06/May/2008:17:55:48 -0700] GET

J

“Normalized”

a Timestamp

* Reporting Device
« URL

» Severity level

\* Browser (User Agent)

"May 6 17:55:48" h
”192.168.20.39"
"http://mail.abc.com/mail/?"
"Low”

" Mozilla/5.0 (Win...” Yy,

© Fortinet Inc. All Rights Reserved.
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A
TestEvent B Source IP=10.0.52.5 Test Attack Type B Destination IP=192.168.2.2 accessing website

www.test b5.com downloading wwreqwer34q345qwerfasfasyw445636

<regex><!|[CDATA[TestEvent B Source IP=<srclpAddr:.gPatlpV4Dot> Test Attack Type B
Destination_|P=<destlpAddr.gPatlpV4Dot> accessing website <uriStem:gPatStr> downloading
<hashMD5:gPatStr>]]></regex>

OIS

a The character "a” White space character
aB The string "aB" (but not "ab") \s+ One or more whitespace characters
Fortinet The string "Fortinet” \d A single digit
E-T The string "E-T" \d+ One or more digits
Alz Character "A" or character "z" \w Word character (letter, number or )
alblc Character "a" or "b" or "c" \wt One or more word characters
<pattern
name="gPatIpV4Dot"><! [CDATA[\d{1,3}\.\d{1,31\.\d{1,3}\.\d{1, 3} </patter

n->
<l-- Matches an |Pv4 address -->

=HH © Fortinet Inc. All Rights Reserved. 11



Combined SOC & NOC Analytics

s N
Solving the SOC Visibility Puzzle Performance Metrics
CPU
e A Memory
Security Events Storage
Web Application Uptime
AAA Server Services
Database Interface Utilization

Cloud Application
Firewall/ IPS/ VPN
Router/ Switch/ WLAN
Vulnerability Scanner

Combined SOC & NOC

Integrated CMDB | FortiGuard Threat Intelligence
Increased Functionality | Increased Visibility | Reduced Time to Respond

. J
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QBOIX  FortiGate Application Control SAQUWOX  Top Sources by Bandwidth 2Q08OxX  Total Spam

low: Top Conversations By Bytes SQUaBx  Top Malware cad (=}
Last 1 hour@16:58 Last 8 hours®16:49 Last 1 hour®16:50 Last 1 hour®16:50
Malware Source Destination Count COUNT(Manched Events) 192.168,128.90
o
W32/Amadey.94..  10.1.0.18 45.141.84.184 144 I ' 10.1.5.1 2
MSIL/Kryptik.GV_..  10.1.0.13 202,28.49.85 [ — . 192.168.138.113
MSIL/Kryptik.GV...  10.1.0.19 202.28.49.85 ([ S— it
PossibleThreat...  10.1.0.18 195.22.153.244 ([ e—] AEIBCTSES
PossibleThreat. P 10.1.0.18 217.160.0.230 [ Se— 9408999
VBA/Agent.LAGL. 10.100.91.5 10.100.66.200 | E———— 192.168.132.103
W32/BitCoinMin...  10.1.0.12 210.153.27.14 ([ S— 192.168.138.111
W32/Crypren.AF.  10.100.91.11 10.100.66. 11 I — . . 192.168.88.11 i
192.168.88.25 4
& B “ efive e o COUNT
cagsox caoemox tem] FortiD : IPS Attacks on D s P to Destin. @ QD& B x  Top Country By Malware ZACGOIX  FortiSIEM UEBA - Event Types cagemox
Lat V heargirigs 1 OP Devices By CPU Last 1 hour®16:56 Eapran] otpeseReY heion deseyrisouren IRt Dein hours®16:52 i L, Last 24 hours@16:47 P Last 1 hour@17:03
$J-Dev-A-Fdy-Fastiron
Juclpeftel [ e—
ph-network-3560_1 —
-
yreaypy Flexible Dashboards -
SHQAAI05-JunOfice ———1
fortinif ———
FSAVMOIODD008872 ——
FortiSandbox-01 q 0 0 nQ 0 ——
g FortiSIEM provides a multi-tier flexible dashboard —
I\.ﬂ FGT_Edge 0 0 . 0
T s = = interface for security and performance monitoring
low: Top Conversations By Bytes ZQOSOx  FortiEDR Most Targeted Application 2a0e8x  spam Details ed By Count.
Last 1 hour@17:00 Last 8 hours@16:54
COUNT(Matched Events) . . . . .
o 35 . Build custom dashboards using advanced visualizations
™
i Display dashboard lide sh
2 ISplay dasnboaras as a sliae show
i
Suspicious.Fake Win.... 2
- omims koo
ot e PUP,Flatmii_v1.5.¢ \
[ 192.168.77.25 AT Malicious, Advanced . ! e way
Fab 220, 5021 0900, 1000 190 I 120 ) 1520 ) ' Fasdde 20808 1618 1828
FQLBEx  OT - Incidents in Purdue Levels - Security Incidents Summary SAQL&Ex  [system] FortiGate Top Applications by Type ZAOBEX  [system] FortiGate Top Sources by Bandwidth ZQOBEX  Flow: Top Conversations By Bytes 2adaeox
Last 8 hours®16:51 Last 8 hours®17:04 Last 1 hour®@17:07 Last 1 hour@17:08 Last 1 hour@17:10
Severity Total Unique. Total:41 81 8
Event Name Category Purdue Level Incidents e l:,i-.mtj'?z;;w.um
Sudden Increase In DNS Requ... Level 3.5 [
Large Outbound Transfer Level 2 I ..il
Large Qutbound Transfer EEE  tevelss ] g
Large Outbound Transfer To 0. [T  Level 3.5 2 I z
Sudden Increase In ONS Requ..  [[LUI Level 2 F — g w‘rnﬂ,auj
Sudden Increase In Firewall C... [LLG Level 3.5 [ ] =
Sudden Increase in Reported . L0  Level 3.5 L S—] 2. 2001 1008 1608 w22 £ 124 ) e zve 21100
B TriStation_CP.Status.KeyState.Program.Run... @ TriStation_Execution.Command. Get.CP.Statu.... M 192.168.138.90
Sudden increase in Traffic Fr.. Level 2 L S— 5 TriStation_Execution.Command, Upload.Funct... B TriStation_Execution. Command.Upload.Funct...  192.168.95.99
W Modbus_Exception.Slave.Device. Failure W Modbus_Read. Input. Registers W 192.168.88.11 W 192.168.88.25
Sudden Increase in Traffic Fr.. [[EGIN Level 3.5 I B TriStation_Execution.Command.Upload.Progr... [ TriStation_Execution. Command.Upload.Progs... W 192.168.138.55 W 192.168.10.2
d Events) Ty ] B SNMP_GetNextRequest 1 TriStation_Execution. Command.Command. Reje... M 192.168.88.13 W 192.168.99.99
Fvracsiva Fad Hear NNS Nuari D laval 2 5 I



CMDB Overview

@& DASHBOARD

s ANALYTICS

A INCIDENTS

W CASES

8 cMDB

ld RESOURCES

= TASKS 5 ADMIN

BEE
7 11 10 3 0 0 0
w Davices Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices > Network Device > Firewall 1
+ Netwark Device evice summary
New | Edit | Delete = Q & Actiol
Agent or Event
Router Switch Name P Type Status. Discoverad Method Agent Policy Status Status AWS Account AWS Instance |
VPN Gateway FG240D: 192.168.3.1 Fortinet FortiOS Pending Sep 10 2019, D2:49:49 B SN Normal
Network IPS FG240D1 10.10.240.1 Fortinet Forti0s Pending Sep 10 2019, 02:48:49 PM. SNME. Auto Asset
Security Gateway FGTS0D 10.10.100.1 Fortinet FortiOS Pending Aug 22 2019, 1010 LoG .
WLAN Controller 10.77.1:3 Fortinet FortiOs Pending Aug 22 2019, 10:17:48 PM LOG D |SCOV6ry
WLAN AP 172.16.255.82 Fortinet FortiOS Pending Sep 10 2019, D2:48:50 PM SN Normal &
Load Ralancer 11 orti0s fending
Muitiplexer HOST 10.10.240.6 Cisco ASA - TOCTTI073, 01:14:36 P Auto Asset
Printets _ 500 172.16.1.2 Palo Alte PAN-0S Pending Sep 10 2019, 02:48:50 PH SHMP Critical . .
«
Categorization
WAN Accelerator SJ-ain t 192.168.19.85 Cisco ASA Pending Oct 10 2016, 10:30:05 AM Normal |
» Metwork Segment =
v Server Summary Properties Monitor Software v Hardware'> Configuration @Relationships | (1] Auto expand CO nfi g u rati o n
Windows
General Health Overview ngn
: Auditin
Name: FortiGate0D Access IP; 10.1.1.1 Availability Health: @ Up Performance Health: @
Netware Device Type: Fartinet FortiOs Version: Fartigate-90D v4.00.1,build02796279, 10... Avg CPU Util: 100: I Avg Mem Util: 413
N DT Importance: Important HW Serial #: . |
Contact Info: 7 Location: usa office Incidents(last 24 hrs)
¥ fpptiance Description: fortigate 90D By Severity: High: 1 Medium: 0 Low: 0 By Category: Av D . D t . |
o500 = evice petal
. Member of 4 Groups Sex
Generic
Group #1: /Network Device/Firewall
Workstation isti
> Group #2: /Netwark Device/Network IPS Stabigtice
Storage Croup @i INetwork Davice FSacurity Gateway Created: Jul 24 2019, 01:11:43 PM via LOG
Erniantl Group #4: /Network Device /WLAN Contraller Last Discovered: Sep 10 2019, 02:48:50 PM via SNiP
Last Updated: Sep 10 2019, 02:49:02 PH via SNMP
Interfaces: 5 Processors: 0

© Fortinet Inc. All Rights Reserved.
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Relevant and Accessible Incident Information

Incident Dashboards Prioritize Incident Information

» * Incident Overview Dashboard

» Top level incident overview

» * Incident Explorer Dashboard

* Interactive incident investigations

m) - Risk Dashboard

* Device and user risk & incident timeline

»  Attack Dashboard
 MITRE ATT&CK tactic alignment

m) - UEBA Dashboard

,,,,,,,

« UEBA anomaly focused incidents

© Fortinet Inc. All Rights Reserved.
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Business Service Dashboard

CMDB Business Services

Business Services Dashboard + | §  Business Services Dashbo... X = =

All Severity - Drilldown

£ 1 minute

Update @ 11:35:08

High Incidents: 2
medium Incidents: 0

Top 5 Impacted Devices: FortiGate90D (1); QA-EXCHG (1)

1 0 1 0

DHCP/DNS Service

High Medium High Medium
ISO 27001 Service NIST 800-53 Service SANS Critical Conf
0 0 0 0 0
High Medium High Medium High

Group disparate devices
Monitor via dedicated dashboards

Report, alert and monitor critical
services

Business Services Dashboard =
- a
Business Service Dashboard

Business Service
Name Organization

Auth Service Super
DHCP/DNS Service Super
Firewall Service Super
1SO 27001 Service Super
NIST 800-53 Service Super
PCl Service Super
SANS Critical Contr Super

VPN Service Super

Firewall Service

Business Services Dashbo...

e © @ o @

Overview £ 1minute - | Update @ 11:35:44
Perf Status Trend Security Status Ayail Incidents Perf Incidents Security Incidents Other Incidents
I °
Auth Service - Avail Incidents for
I ° last 24 hours
High: 1
I ¢ Mediu
Low: 0
I ° Total Unigue Incidents: 1
I °
I ° !
I °
I °

© Fortinet Inc. All Rights Reserved. 16



FortiSIEM Key Features Overview

F- B

Asset Discovery Scalable, Rapid Integration Automated Workflow

» Comprehensive & granular » Custom device support * Incident response
» Contextual awareness » Scale out architecture « Case management
* Vulnerability awareness + Automated remediation

K, 7 0

O B-o-O
z N / \
O O
Single Pane of Glass Unified Platform FortiGuard Intelligence

* Comprehensive single GUI * Multi-tenancy * FortiGuard threat feed
» Unified NOC & SOC features * Role based access control * Domain, IP and URL IOCs
+ PAM

© Fortinet Inc. All Rights Reserved.
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FortiEDR



FortiEDR - Cloud Native EPP + EDR

Detect, Defuse, Respond and Remote Remediation

Pre-infection/ Pre-execution

0.0

Discover
& Predict

Proactive risk
mitigation

» Discover rogue
devices & loT

¢ Vulnerabilities

Post-infection/Post-execution

® 7

Prevent Detect Defuse Respond & i Remediate
i i Investigate ! & Roll back
Pre-execution File-less and i Stop Breach and i Full attack visibility i Automated Dis-
protection advanced threats i Ransomware E i infection
ML AV 1 ! 1

FortiGuard
Threat Intelligence

Automation | Cloud . Hybrid . Air-gap deployment | OS coverage

© Fortinet Inc. All Rights Reserved.
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Solution Components Overview
Communication Architecture

COLLECTOR AGGREGATOR CENTRAL MANAGER

Data Collection: Collect O5-Level ( h (
Metadata Registration &
Ongoing Status @ —)

i é : 2
"
= S
T‘ Management Control & User Interface |
Management Controls: Alert -..
- ? R Cloud Serwces
THREAT HUNTING * FCS
S REPOSITORY ( )
sServers -— 0
- 0 (Le2)
Security Events Regstration &
Ongoing Status =
Commumication/Fle Modifcation via
0S-Level Whitelisting & Blacklasting I
g ﬁmpmmm CORE I
l:] * Threat Hunting also contains the
Laptops T T following repositories:
<@ A l;] :] - (. . AV Signatures
CLOUD-BASED H— * Remote Shell (FortiEDR Connect)

© Fortinet Inc. All Rights Reserved. ‘




Share  View
» ThisPC » Local Disk (C) » AC

Name
# Quick access
LiveSamples.7z ( 4 f 10.24

I Desktop Er - File pt Viev

§ Downicads Processes Peformance App history Startup Users Dt

; t

Documents Name PID Status User name

& Pictures * 1 System Idle ... Running SYSTEM
& Music Taskmgrexe 5820  Running yodajr

B Videos T explorerexe 2264 Running yodajr
Hctimonexe 4640  Running yodajr
T dwm.exe 3%  Running DWM-1
B This PC 71 System inter... - Running SYSTEM

s P
#svchost.exe Running SYSTEM

0
5
2

@ OneDrive

B 30 Objects (¥ svchost.exe Running yodayr

[ Desktop [¥] System Running SYSTEM
B Dociiciais [ Registry Running SYSTEM

@ FortiEDRCol. 2520  Running SYSTEM
g Domlencs @WmiPnSEe. 1363  Running  NETWORK..
b Music svchostexe 2912 Running SYSTEM
&= Pictures Fsvchostexe 2276 Running NETWORK...
B Videos wchostexe 3844 Running SYSTEM
[svchostexe 1224 Running LOCAL SE...
wa vmtooksd.exe 3276 Running SYSTEM
Visvchostexe 836  Running NETWORK...
& Network [svchostexe 788 Running SYSTEM
P wor

L. Local Disk (C)
@l DVD Drive (D) OFF1

@ chrome.exe 6216 Running yodajr

G vmtookd.exe 585  Running yodajr
vchostexe 139  Running SYSTEM
cIrssene 504 Runnina SYSTEM

1 1 9.99 MB Fewer details
1 item tem selected 9.99 MB =

© Fortinet Inc. All Rights Reserved. 21



Event 96396
O-wannacry.exe

dd Excep ve
4 ACWIn10D
193301
SERVICES ACCESS ATTEMPT
D: 3088

uree ¢ \Device\HarddiskVolume2\Windows\System32\wssadmin.exe

SHADOW COPY ACCESS

EXECUTABLE FILE NAME

I Main

! \Device\arddskvolen

vice\HarddiskVo:

vice\HarddiskVol

clickme.exe

Microsoft Corporation
Description: Command Line |

Vers! 10.0.18362.1 (WinBuild.160101.08!

WRITABLE

No

rface for Microsoft

comaunicanon conrol v D

Volume Shadow Copy Service

TIFICATE

Signed

SECURITY SETTINGS V'

File Service Access

HarddiskVolun

aovnistration (D)

oduct: Microsoft® Windows® Operating System

delete shadows /all /quiet

REPETITH

BASE ADDRESS

Ox 71122800000

OxTifaaafs

Ox7Mfaaate0l

ACWIN10D\yodajr

END ADDRESS

Ox7Haale73000

@ Protection ¥ acaldwell ¥

cerns  ¢3 | I0 C

Raw Data items: All

Bl secces 1 <] ©

1 980510AES4462£82F892C 0028B828ED811D85C10

0D\yodajr

D880 E15D4620.

7D0A 1 SBCBSI2AL45938

© Fortinet Inc. All Rights Reserved.
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FortiEDR Fabric Integration

l l FortiGate
» Telemetry sharing, automatic blocking of malicious destination IP
_ N
FortiNAC
*Extended response - move endpoints to remediation VLAN
\. J
e H )
Q FortiSandbox
IS  <Threat intelligence sharing
J
4 _ N
£, FortiSIEM
7'\ -Alerts and Logs
b J
a . N
/ﬁ) FortiSOAR
& *Extended workflow automation
\\' J

= m © Fortinet Inc. All Rights Reserved. 23



FortiDeceptor



Diverting attackers to fake assets to
protect enterprise’s real assets

Decoys
Fake assets, fake network devices, fake applications
and fake services

Lures
Fake services of the honeypots/decoys

Network traffic
Fake network traffic beaconing (SMB,CDP, UPnP, and more)

Breadcrumbs (tokens)
Fake resources placed on real IT assets and point to the fake
systems

Prioritize alerts from the deception — High-fidelity
alerts that require your immediate attention

Deception?

© Fortinet Inc. All Rights Reserved. 25




i
1
\

Honeypots vs Deception
Deception — Much More Than a Honeypot

Authenticity

Ease of deployment and
operation

Scalability
Interaction

Capture Lateral Movement

Automated Threat Response

© Fortinet Inc. All Rights Reserved.
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Al-driven Security Operations
DECEIVE | EXPOSE | ELIMINATE

@

Decoys & Lures

* Rich offering of
Deception Decoys.
(windows & Linux& FW &
OT & loT)

* Rich offering of
Deception lures to
expand the attack
surface.

* Deception Decoys &
lures deployment
automation.

A

\~_ 4

Incident Analysis & Fabric integration

Threat intelligence

Alert analysis automation
Malware analysis automation

Generate Threat &
actionable intelligence 10C's

* Fortinet Fabric support
for Mitigation &
Remediation

* Generic REST-API
wizard builder to
integrate with any third
part tools for Mitigation
& Remediation

&

——

« System Features

Enterprise management
console

Security reporting and
analytics

Support air-gap
networks deployment

SIEM support

27



FortiDeceptor in Action...

Detect early. Contain cyberattacks. Reduce risk.

Attack is automatically
blocked

S
Active/passive asset Automated/manual decoys Attacker engages with a m )
inventory discovery and tokens deployment decoy Automated Quarantine,
Actionable Intelligence
‘@t@ > %) H 7y
Automated Decoy Generation Real-Time Detection
& Placement Optimization & Threat intelligence

Comprehensive detection, closing visibility gaps, diverts attackers
from sensitive assets to shift the balance to defender’s advantage

© Fortinet Inc. All Rights Reserved. 28



How Deception Works

/j%

Compromised

APP FILE
Server Serve Server

ol B

- VE‘ Windows Endpoints

Deception Deco
Tra?ﬁc Deception : y
Tokens | g %
O N = = '
b E VLAN 1 10.0.1.0/24
‘ T Alerts ﬁ?«h
VM
Deception Appliance S
| M
f' l':-l L )_. %
\-’) S L J I l l ( l VLAN 3 10.0.3.0/24
Orchestration Endpoint  |dentity & Network Investigation
Quarantine  Access  Blocking & Analysis

/;I} 10T/ Linux Devices

St
e A) SCADA Networks

© Fortinet Inc. All Rights Reserved.
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— Decoys & Lures Overview

Local Windows Decoys §
*  Windows 7
*  Windows 10

Custom Windows Decoys
Windows 7 o B

VPN Decoys  =-=
- FortioS

VPN Lures

- SSLVPN

+ SSL VPN DMZ

loT Decoys -
¢ Cisco Router

e TP-Link Router

¢« |P Camera

* Printers (HP, LX, BR)

s
cisco
b {]

tp-link

UPS
SWIFT VPN Gateway
HP Switch

Linux Decoy

=

P
@&

VolP Decoys

° Windows 10 W + Ubuntu 16.0.4 - SIP
* Windows 11 . Ubuntu 18.0.4 = «  XMPP
+  Windows Server 2016 . CentOS @ . MQTT
+  Windows Server 2019 . MacOS [ 4 . 4G/5G-3GPP
*  Windows Server 2022
* Outbreak Alert
» RedHat Enterprise Linux 7.9 uibreak Alers D
ecoys

: Linux Lure / Token + SAP
Windows Lure / Token S . ERP
+ SMB .« SAMBA + POS
* RDP + TCP Port Listener
) ISCI\IAVITlf * IcvpP Decoys

* Radius
- FTP _ - FTP - A\ Azure  aws
» TCP Port Listener . ESXi e
«  NBNSSpoofSpotter _ . ELK ' ) Google Cloud
- SWIFT Lite 2 » G ¢
+ SQL (MS-Server) . ik .
;AL (MS Serven) SARg » MariaDB (MySQL) -+ Medical Decoys (&
ache Lredentials +  Tomcat (Webserver) ¥ - PACS/ Infusion Pump
* SQL ODBC - SCADABR (MGMT) . DICOM
* SAP Connector . «  Citrix . SPACECOM
« HoneyDocs (Office / PDF / Eﬂlbfﬁce . Webmin - INFUSOMAT (Braun)
"=

¢« e+ o

Decoys
Schneider
*  Modicon M241
*  PowerMeter PM-5560
EcoStrucure BMS Server
SCADAPack 333E
Siemens
» S7-200 PLC
S7-300 PLC
S7-1500 PLC
Rockwell
Rockwell PLC
1769-L16ER/B LOGIX5316ER
*  1769-L35E Ethernet Port
Niagara
Niagara4 Station
NiagaraAX Station
Phoenix Contact AXC 1050
MOXA NPORT 5110
GUARDIAN-AST
GE PLC 90 (SRTP)
Liebert Spruce UPS
VAV-DD BACnet controller
Kamstrup 382
Ascent Compass MNG
IPMI Device
Modicon M580
PowerlLogic ION7650
Emerson iPro by Dixell
C-More HMI
Lantronix XPORT

Lures
HTTP/HTTPS
FTP
TFTP
SNMP
TELNET
MODBUS
S7COMM
BACNET
IPMI
MOXA
TRICONEX
ENIP (EtherNet/IP)
DNP3
IEC 60870-5-104
PROFINET
KAMSTRUP
Guardoan-AST

Soeier

SIEMENS

Rockwell
Automation

TRIDIUM

&9 VERTIV.

General
Electric
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