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Background

• The first EU-wide law on cybersecurity, the NIS(1) 

Directive (Directive 2016/1148/EC) came to force in 

2016

• NIS Directive is about

o Information Security 

o Notification of breaches 

o Cybersecurity measures 

• NIS Directive helped to improve the level of 

security of networks and information systems 

across the EU

• Paved the way for significant change in mindset

• Two groups 

o Operators of essential services 

o Digital service providers
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The time is now!
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A BIT OF CONTEXT…
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CRITICAL INFRASTRUCTURE CONTEXT

Source: https://www.fortiguard.com/encyclopedia/ips/54096 https://www.chainalysis.com/blog/ransomware-

2024/

https://www.iea.org/commentaries/cybersecurity-is-the-power-system-

lagging-behind
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MANUFACTURING CONTEXT – TYPES OF 

THREATS 

Source: https://nis2directive.eu/nis2-requirements/
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SECTORS & ENTITIES IN SCOPE

NIS2 includes new sectors whilst broadening the criteria for inclusion of entities, categorised as “essential” 

or “important”, within existing sectors. 

The sectors are divided into two groups: “Sectors of High Criticality” and “Other Critical Sectors”.

Source: https://www.ncsc.gov.ie/
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MANAGEMENT RESPONSIBILITIES

Senior management have ultimate 

responsibility for cybersecurity risk 

management in essential and important 

entities. 

Failure by management to comply with 

NIS2 requirements could result in 

serious consequences, including liability, 

temporary bans and administrative fines 

as provided for in the implementing 

national legislation. 

Source: https://www.ncsc.gov.ie/
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ENFORCEMENT & PENALTIES

Source: https://www.ncsc.gov.ie/
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NIS2 Compliance pillars for EEs & IEs
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Policies on risk analysis and information system security 

Incident handling

Business continuity, Disaster Recovery, and crisis management

Supply chain security

Network Security, Systems Security & Vulnerability Management

Policies & Procedures to assess the effectiveness of risk management measures

The use of cryptography and encryption

Basic cyber hygiene practices and cybersecurity training

Human recourses security, access control policies and asset management 

Multi-factor authentication or continuous authentication solutions, secured voice, 

video and text communications and secured emergency communication systems
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NIS2 Management Measures and Fortinet Products
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Policies on risk analysis and 

information system security 

Incident handling

Business continuity, Disaster 

Recovery, and crisis management

Supply chain security

Network Security, Systems Security & 

Vulnerability Management

Policies & Procedures to assess the 

effectiveness of risk management 

measures

The use of cryptography and 

encryption

Basic cyber hygiene practices and 

cybersecurity training

Human recourses security, access 

control policies and asset management 

Multi-factor authentication or 

continuous authentication solutions

• Digital Risk Management tool

• Security orchestration and event management & 

correlation

• Generative AI.

• Threat Detection & response,

• Easy integration across security functions, monitoring 

and reporting systems. (Fabric Connectors)

• Resilient architectures

• Smart High-Availability

• Efficient Disaster Recovery 

• DevSecOps

• Code vulnerability Assessment & Management

• Access Control

• Network segmentation

• API Security

• Deep traffic inspection

• Vulnerability sharing

• Data protection 

• Asset management

• Risk profiling

• Security monitoring, auditing, and testing 

• Asset management

• Risk profiling

• Security monitoring, auditing, and testing 

• Security Awareness Training 

• Access Control

• Identity Management

• Asset management

• Access Control

• Identity Management

Technology Framework Fortinet Solutions

FortiTester FortiSIEM FortiAnalyser

FortiGate 
SecGW SSL IPsec

FortiGate
NGFW FortiWeb ZTA

FortiCNAPP FortiDevSec

HA FortiADC

FortiSIEM FortiSOAR FortiAI 

FortiRecon

Fortinet Awareness Training

FortiPAMFortiToken FortiAuthenticator

FortiPAMFortiToken FortiAuthenticator FortiClient

FortiRecon

FortiDAST

FortiSOAR

FortiSOAR

FortiSIEM FortiNDRFortiEDR

FortiRecon

FortiSOAR

FortiScanner

Fortinet Training Institute 

https://www.fortinet.com/training/cybersecurity-professionals
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortipam.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortipam.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/forticlient.pdf
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Fortinet Fabric Portfolio

Secure Networking Unified SASE Security Operations

FortiSwitch

Switching

FortiExtender

LTE/5G

FortiAIOps

AI For Networking

FortiAP

Access Point
FortiNAC

NAC

FortiGate 

Firewall

FortiCNF

Cloud-native 

Firewall

FortiGate VM 

Virtual Firewall

FGaaS

Firewall-aaS

FortiWeb 

(WAAP)

FortiADC

Application 

Delivery

FortiGate VM 

Virtual Firewall

FortiGate CNF

Cloud-native 

Firewall

FortiClient 

ZTNA

FortiMonitor

DEM

FortiSASE

SSE
FortiGate 

SD-WAN

FortiEDR/XDR

EDR/XDR

FortiNDR 

NDR

FortiSOAR 

SOAR

FortiSandbox 

Sandbox

FortiAnalyzer 

Analytics

FortiSIEM

SIEM

FortiDeceptor 

Deception

FortiRecon 

DRPS
IR Service

SOCaaS 

MDR Service

FortiMail 

SEG

FortiGate

Rugged NGFW

FortiSwitch

Rugged Switch

FortiAP

Rugged AP

FortiExtender

Rugged Extender

Network Security Enterprise Networking Cloud SecuritySecure Access

FortiTrust

Identity

FortiToken 

MFA

FortiPAM 

PAM
FortiAuthenticator 

Cloud

Lacework 

FortiCNAPP

FortiNext DLP 

DLP

FortiCASB

CASB

FortiProxy 

SWG

FortiManager 

Centralized Management 
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Unified 

SASE

AI-Driven Security 

Operations

Secure users anywhere

and applications on

any cloud

AI-driven security operations

to detect, investigate, and

respond to threats

Security Fabric PlatformConvergence

SD-WAN SSE WAF EPP CNAPP SOC

FortiGuardFortiASIC

Secure 

Networking

Converge security and 

networking to protect 

every edge and device

Firewall LAN WLAN

FortiCloud FortiClient OT Security Ecosystem

The Most Comprehensive & Advanced Cybersecurity Platform 

FortiAI
AI/ML THREAT INTELLIGENCEASIC POWERED CLOUD INFRASTRUCTURE UNIFIED CLIENTGENERATIVE AI
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Incident Reporting

1-month full report / Final Report
Provide report on incident description, severity, impact, threat, 

root cause, mitigation, cross border impact
Intermediate Status Report before the Final Report might be 

requested 

72 hours / Official Notification
of becoming aware of significant incident, an incident notification to be made to the authorities about the severity and impact and the 

indicators of compromise

24 hours / Early Warning
of becoming aware of significant incident, an early warning to the 

authorities to be made
Confirm whether the incident has a cross-border impact

Immediate Action

Inform recipients of service about measures or remedies that recipients might take

Significant Incident
Caused or can cause severe operational disruption of the 

services or financial loss 
Has affected or can affect other natural or legal persons by 

causing considerable material or non-material damage
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