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I Intfroduction

Toward end of June, 2019, SafeNet Authenfication Service, our cloud-based
authentication service, will be merged with SafeNet Trusted Access, our
cloud-based access management service, to create a combined access
management and authenfication service.

The combined service will be named SafeNet Trusted Access.

Following this merge, your SafeNet Authentication Service subscription will
be automatically migrated to SafeNet Trusted Access

Your subscription will be transferred to a ‘SafeNet Trusted Access Basic’
subscription.

This guide provides additional information on the benefits this move brings
you.
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I SAS Customers are migrated to STA Basic Subscription Plan

What stays the same?

| Your subscription scope remains the same
> Same authenfication methods

> Same admin console URL

2> No impact to custom branding: if you have renamed / rebranded the product, your custom branding will
remain untouched

> No impact to the end user experience

2> No impact to customer configurations such as policies,
provisioning rules, authnodes, efc...
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I SAS Customers are migrated to STA Basic Subscription Plan

What is new?

| Product name change from SafeNet Authentication Service —
1‘0 SqfeNet TrUSied Access < [ hrtps'f;spedemo-sta-.sra-deveiopment.comruw"nqc plan

i Apps G Google [ STA-frod (O sAS-Prod [] sPeDemosta [0 sPEDemosAS (D UserortalSPEDemo (O UserPoral-Prod 4 MySalestarce [] EU sas

2> SAS product name in the operator console, in system
generated emails, self-service portal, and in enrolment pages
will be changed to SafeNet Trusted Access

@ SafeNet Trusted Access ~

Plan

SafeNet Trusted Access Basic May 01,2019 May 03, 2020 2 2

| SAS customers are migrated to a STA Basic subscription

| The existing SAS Status Dashboard Page
(https://status.sascloudservice.com/) will be merged into
the STA Status Dashboard page
(https://status.sta.safenetid.com/

| You will have access to several new features which you
may configure at your convenience

Enable Additional Features

SafeNet Trusted Access offers additional policy configuration and authentication featu
which may not be available with your current subscription

=
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I The Operator Experience after the Merge

= Once you are migrated to a SafeNet Trusted Access basic subscription, you will have access to
additional features via a second access management admin console

TODAY

SafeNet
Authentication Service

SAS Operator

TOMORROW STA Token Management
Console

Current Authentication
Functionality
A
SSO
STA Operator ~

STA Access Management
Console

NOTE:

. . . Access Management
»  Only default operators (with ‘operator’ role) will have initial access to J

Functionality + New Features

the SafeNet Trusted Access console.
« They will delegate access to other operators within their account
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I Admin Consoles

Admin Console What can | do?

* Federate with cloud and web-based applications using the Application tab
(SAML and OIDC protocols supported)
« Configure access policies to cloud and web-based apps
STA Access Management Manage SSO sessions for cloud and web-based apps
Console + Configure contextual access decisions and authentication
+ Configure Kerberos authentication
+ Configure CBA authentication

*  Apply user-initiated token enroliment

éTA Toll<en Management . Authentication for Radius and Auth-node based integrations
onsole

(current SAS console) + Everything | can do currently in SAS

Note: Some features listed above may require upgrade to a full SafeNet Trusted Access subscription
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I What's new in the SafeNet Trusted Access Token Management Console?

SAS Branding is changed to SafeNet Trusted Access Short-cut links added to ease navigation

SafeNet Trusted Access gemalto’

dx B O
w5 G G Os od (3 5AS-Prod ] sPeDemosTA [ SPEDemoSAS (O UserPortal SPEDemo (O User Portal - Prod & My Salesforce [ EU'SAS ® Support Port; Other bookm:
SafeNet Trusted Access gemalto” Language: _English | Welcome: DemoSAStlapercemot T
Dashboard | On-Boarding Virtual Servers Administration I Shorts € g pomosst i
© Create User orts | Self-Service | Operators | Policy | Applications | Comm =
Shortcuts IManage: Philippe's Sandbox

Manage policies fof controlling access to web appiications

& Authentication Policies
Snapshot | Assignment | Tokens | Groups
€ Create User

Access
B User Policies Dashboard
B Token Policies R
m Authentication Activity = =
 SafeNet Trusted Access — & Role Management O w
Use these policies to sat operator roles and the appearance of the Administration console.
Result: All v

Task Description

Role Management Create roles by grouping management functions found on tabs and madules.

Note: Custom branding is not affected

Note: Only default operators (with ‘operator’ role) will have
initial access to the SafeNet Trusted Access console
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I New Features Available to STA Basic Customers

You will have access to several new features with your SafeNet
Trusted Access basic subscription:

| Let users authenticate to cloud and web-based apps with the tokens they already
have

I Apply conditional access and ‘step up’ authentication for users accessing cloud
apps when outside the corporate network

| Make it easier for users to log on to cloud and web-based apps with single-sign-on
| Provision tokens easily with new user-initiated token enrollment workflows

| Federate cloud and web-based apps in minutes using pre-configured SAML / OIDC
templates

| Use SafeNet Trusted Access as a 3@ Party MFA Service for MS Azure
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I What new features are available to me?

Federate cloud and web-based apps in minutes
using pre-configured templates ==

om/apps/app/5f64441a-174f-4b79-84bf-dfeb7cfaldbf

Manage: Clarkinc

Applications Add Application

on

elect an application to add

AN ;

Applications are configured using a library of templates that provide step-by step help and pre-set attributes.
ARRAY AG SSL VPN

Manage integration of web applications ‘

AWS

Adobe Creative Cloud

e Federate cloud and web-based apps in
minutes using pre-configured SAML or
OIDC templates

AirWatch

Apache HTTP Server

e Hundreds of templates available

e Apply the same authentication you’re using
today for cloud and web-based apps
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I What new features are available to me?

Provision tokens easily with new user-initiated
token enrolilment workflows

@ Settings

SETTINGS

€« C @ hitpsy/staus.safeneti

2 Apps [ STA (O UserPortal

SafeNet Trusted Access ~

X stop Presenting | J _ (=TI =
% 08 O :
Sale RSA Campaign @ Multi-Factor Authe.. SafeNetProject Tra.. ) SysAid Help Desk S, » Other bookmarks

@ ‘ a8~ ‘ (B> Marketing (Intem... ~

Self-Provisioning I

Allow users to provision and activate MobilePAS S+ tokens on their own
More Provisioning_Options

Target Users

Enable self-provisiening for no users.

Target Platforms

Deploy self-provisioning en these operating systems

i Android Yes
& os Yes
58 Windows10 Yes (Do not offer a link to install the app.)

Gives your users
control over when
to enroll tokens

Avoid users being
locked out of apps

WATCH THE
VIDEO NOWI!
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https://www.youtube.com/watch?v=kplMCLS39jE&feature=youtu.be

What new features are available to me?

Apply conditional access and ‘step up’ authentication for users accessing cloud
apps when outside the corporate network

Manage: Clarkinc

Snapshot | Assignment | Tokens | Groups | Reports | Self-Service | Operators | Policy | Applications

Manage integration of web applications &

Aplications are configured using a library of templates that provide step-by step help and pre-set attributes.

| (=)
X Settings X | @ sSafeNet Authentication Service X | ¥ SafeNet Trusted Access X | @ safeNetAuthentication Service X (¥ SafeNet Trusted Access X+
v - -
&« C @] httpsy//sta.us.safenetid.com/policies ¥ 0 @ o
11 Apps [ STA || User Portal Sales Force Imported From [E (1) Bookmarks RSA Campaign @ Multi-Factor Authe.. SafeNet Project Tra.. (@) SysAid Help Desk S.. » Other bookmarks
A Saf:Net Trusted Access ~ ©] ‘ 8- ‘ Markeing (Intern... =

Policies © © S50 Inside company office ©

[l 2FA for sensitive apps @+

1810 1 Scenario A
whnen an access attempt occurs under all of the conditions Then access is
m $SO Inside company office @ =+ ]
Granted
| F Network - Inside these networks PS ‘
After authenticating with
Define IP addresses to be checked for within this condition. You
: e
n Global Pc.“cy for STA can specify IP addresses in the following formats. Password e
For all users and apps - Single, example: 11.1.1

R e 1411114255 Once per session
All g AT 0 Scenario A - Range, example - 53

Token Based Authentication (OTP) o

168.110.10.0 Once per session
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Upgrading from SafeNet Trusted Access Basic to a broader
subscription plan

D STA (D User Portal Sales Force Imported From [E (1) ¥ Bookmarks RS54 Campaign 0' Multi-Factor Authe... SafeNet Project Tra...

You can upgrade to A  SaleNel Trusted Access
broader SafeNet Trusted e Plan

Access subscripﬁon plans our Pan SorvcoSun  Sorvceswp  meetol  Ramalnrg
qi q ny ti m e .. SafeNet Trusted Access Basic March 31, 2018 March 31, 2020 26 14

Operators will be able to click to get info on additional rm
features

(additional permissions are enabled by onboarding team) Enable Additional Features

which may not be available with your current subscription.

Learn More

=
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SaleNet Trusted Access offers additional policy configuration and authentication featurss,
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I Frequently Asked Questions

| What new features will | have once I'm migrated to SafeNet Trusted Access Basic?

b
b

b
b
b

Let users authenticate to cloud and web -based apps with the tokens they already have

Apply conditional access and ‘step up’ authentication for users accessing cloud apps when outside the corpora
network

Make it easier for users to log on to cloud and web -based apps with single sign on
Provision tokens easily with new user-initiated token enrollment workflows

Federate cloud and web-based apps in minutes using pre-configured SAML templates

| Can | continue to purchase the same subscription plan when my contract ends?

>

Yes. Customers can renew the same subscription plan that they have

| What additional features are available with the full SafeNet Trusted Access subscription?

b
b
b
b
b

Full adaptive / context-based authentication

Flexible policy control: set policies for groups or users to one or many applications
Support for certificate -based authentication

Support for Windows SSO (Kerberos)

More granular session management
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I Frequently Asked Questions

| Is it possible to upgrade from a basic subscription to a full SafeNet Trusted Access subscription?

> Yes. Customers who want to upgrade should purchase the higher subscription plan and we will grant them
permissions to the additional features included in that plan.

| Can | get a free trial and try out the features that are not available to me with my current
subscription?
> Yes. This can be arranged through your Thales account manager or distributor.

| How can operators access the new features that will be available to them?

2> Quick links have been added to the STA Basic admin console that lead to the new features.
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