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Positioning BloxOne™ Threat Defense for Work from Home 
 

BATTLECARD 

Elevator Pitch    

BloxOne™ Threat Defense is a cloud-based solution that allows 
customers to provide enterprise-level security to their remote 
users. Leveraging DNS for a foundational security approach, 
BloxOne Threat Defense complements existing endpoint 
defenses against modern attacks using our unique DNS threat 
intelligence and visibility to block advanced threats, malware 
communications, DNS data exfiltration, Command and Control 
communications and other cybercriminal activity. It also 
restricts work from home users from accessing websites not in 
compliance with corporate policy. 

 

Key Business Issues 

• Threats like phishing, coronavirus related malware 
campaigns are on the rise, taking advantage of chaos and 
thirst for information during the pandemic 

• Traditional perimeter defenses, such as next-generation 
firewalls, cannot protect workers operating beyond the 
network perimeter 

• Home internet services do not offer the enterprise-level 
security capabilities required to defend remote employees 

• Sending traffic back to a centralized location via VPN can 
overwhelm the system causing service outages as they 
were not scaled to support 100% remote workforce 

• Employees directly accessing cloud-based applications can 
be more vulnerable to attack 

• Endpoint virus protection alone is insufficient to protect 
remote users from zero-day web-based threats 

• Compromised remote devices can spread infections 
throughout the organization when connecting to the 
network resources 

• The unexpected, dramatic increase in remote workers 
strains planned capacity of security systems and personnel 

 

Key Features 
• Easy deployment and management from the cloud to 

minimize the impact on IT resources 

• Light weight Infoblox Endpoint client with minimal impact 
on endpoint productivity 

• Broad platform support: Windows (7/8/10) and Mac OSX 
10.10–10.12 

• Detect and block malicious site connections, C&C 
communications, and other infection or propagation 
activity  

• Spots and blocks DNS-based data exfiltration, a common 
DLP blind-spot 

• Secures against the DNS aspects of advanced threats 
including DNSMessenger, fast-flux attacks, and the use of 
Domain Generation Algorithms (DGA) using specialized 
analytics and advanced machine learning 

• Monitors for lookalike domains that could impersonate 
legitimate websites to get user credentials 

• Restrain inappropriate use of corporate resources by 
restricting user access to designated categories of web 
content not in compliance with corporate policy 

• Control the risks of rising DoH use: block DoH (DNS over 
HTTPS) domain access and gracefully revert DoH requests 
to a trusted DNS resolver 

• Provides data access via Amazon S3 bucket in common 
formats (CSV, JSON, and CEF) for reporting and threat 
investigation 

 

The ROI of Infoblox Security 
• Reduce risk by providing enterprise-level security 

capabilities to remote workers for greater protection from 
advanced threats 

• Reduce the strain on IT systems and resources while 
improving security with an easy to deploy and manage 
solution 

• Reduce the risk of service interruptions from back hauling 
all remote worker traffic through a centralized location: 
The Endpoint client automatically redirects DNS requests 
to BloxOne Threat Defense, a secure, customer managed 
cloud solution  

• Save time and money through improved visibility, control, 
and response capabilities with access to remote worker 
activity log data 

 

Qualifying Questions  
• What security gaps concern you most regarding your 

remote workers?  

• How much visibility and control do you have to secure 
remote workers from malicious activity like the rash of 
Coronavirus themed threats through web-based 
malvertisements, social media phishing, DNS data 
exfiltration, DGA threats and other vehicles? 

• How has the surge in remote workers impacted your 
security teams and their ability to investigate alerts and 
respond to remote worker security issues? 

• How much of your home-worker activity is backhauled 
through the corporate network (VPN)?  How much could 
you reduce with the right security controls? 

• How much network and security visibility have you lost, or 
are you concerned about losing, due to the growing use of 
DoH (DNS over HTTPS) in applications like Firefox?  Were 
you aware of this risk previously? 

 

Best Practice 

Speak at a strategic level; recognize the importance of 
maintaining productivity despite the current crisis.  Be 
empathetic. Explain how the lightweight Endpoint agent 
connects to the BloxOne Threat Defense cloud services to help 
preserve productivity while providing visibility and protecting 
remote workers from advanced threats. 
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How to Recognize a Prospect 
• Do they normally have many remote or roaming users who 

lack enterprise-level defenses or are otherwise under-
protected from modern threats? 

• Do they have a large population of remote workers who 
worked in an office setting before the current crisis? 

• Are they concerned about protecting remote workers from 
advanced threats despite their current array of antivirus, 
firewall, and other endpoint defenses? 

• Are they concerned about DNS-based risks to remote 
workers like DNS data exfiltration/infiltration/tunneling, 
fast-flux attacks, DNSMessenger? 

 

Titles to Target 
• Exec: CISO  

• Primary TDMs: Security Administrators, Security 
Operations, Security Architects, Threat Analysts 

• Secondary TDMs: Network Administrators 

 

Objection Handling 

Objection: It looks like a great solution, but our teams are 
already working overtime.  We can’t adopt another solution at 
this time. 

Response: We appreciate the reality behind that concern 
related to both the initial deployment of a solution, and the 
efforts required to maintain it over time, and have the current 
capabilities within the BloxOne Threat Defense offering: 

• The Infoblox Endpoint agent is easy to deploy and can be 
deployed from the cloud or mass deployed using 
automated solutions such as SCCM or McAfee ePO.  And 
assistance is available to help plan for a minimal impact 
deployment experience. 

• As a cloud-based solution, Infoblox absorbs much of the 
maintenance burden related to performance and 
reliability, as well as the dramatic scalability demands 
related to the current crisis.  Cloud-based service offers 
anytime, anywhere access to policy, reporting, 
investigation, and other tools. 

 

Objection: We are considering Umbrella/OpenDNS? How is 
BloxOne Threat Defense better? 

Response: Umbrella is a cloud only service that provides 
limited visibility on compromised devices. Infoblox solution is a 
hybrid offering which allows you to protect your remote users 
while tightly integrating with on-premises security ecosystem 
for automating remediation. 

It also provides significantly better visibility into not just the 
client IP but other network context elements like DHCP lease 
history, type of device, who the user is and what the device has 
been doing. This helps security teams to triage and resolve any 
incidents much faster. 

Once the temporary surge of teleworkers subsides and they 
return to the office, a hybrid solution gives the organizations a 
much better integrated solution.  

To learn more about the differences , please check this 
comparison document: 
https://infobloxinc.lightning.force.com/lightning/r/ContentDocu
ment/06946000002nmHHAAY/view  

 

Objection: I have several endpoint security solutions already 
deployed to our remote endpoints.  Why do I need Infoblox? 

Response: Cyberattacks have proven adept at evading 
endpoint defenses to hide from malware detection, fool 
sandboxes, disguise malicious behavior, and more.  But 
cyberattacks depend on DNS requests at multiple stages, which 
most endpoint defenses are unaware of. 

BloxOne Threat Defense is a powerful complement to existing 
endpoint defenses by analyzing DNS requests for destinations, 
context, and behavior that cannot be hidden or faked. 

• Few antivirus products have any ability to identify or block 
malicious DNS queries and stop data exfiltration, let alone 
advanced threat activities at the DNS level.   

• Antivirus does not look for DNS tunneling, data exfiltration 
over DNS, DGAs or any of the threats that our solution is 
designed to detect and block. 

• Antivirus defenses also may not be able to keep up with 
zero-day threats 

 

Why Infoblox? 

Regarding securing remote workers with B1TD: 

• A true industry leader (93 of the F100) with 20 years of 
experience and a deep understanding of DNS 

• Cloud-based, foundational approach to security with full 
support of cloud, on-premises and hybrid environments 

• Exceptional, highly scalable capabilities to secure the DNS 
blind-spot neglected by most other security vendors 

Additional considerations for the overall solution: 

• Unique support for strong cybersecurity unification while 
understanding a universal dependence on many security 
solutions from many vendors 

• A cost-effective way to protect your entire infrastructure - 
reduce the cost of threat feeds while increasing their 
effectiveness 

• Automation/integrations - faster incident response than 
non-integrated security tools 

• Better visibility with network metadata including IPAM 
extensible attributes – know what is infected, wherever it 
is in the network 

• Next-level DDI with Secure Cloud-Managed Network 
Services and market leader in DDI (DNS, DHCP, IPAM) with 
50% markets
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