
YOUR GUIDE TO THALES
THE WORLD REL IES ON THALES TO PROTECT AND SECURE ACCESS TO YOUR MOST 
SENS IT IVE  DATA AND SOFTWARE WHEREVER IT  IS  CREATED, SHARED OR STORED. 
WHETHER YOU’RE BU ILD ING AN ENCRYPT ION STRATEGY, L ICENS ING SOFTWARE, 
PROV ID ING TRUSTED ACCESS TO THE CLOUD, OR MEET ING COMPL IANCE MANDATES, 

YOU CAN RELY ON THALES TO SECURE YOUR D IG ITAL TRANSFORMATION.

Exclusive Networks, Alresford House, Mill Lane, Alton, Hampshire, GU34 2QJ  

Tel: +44 (0)845 521 7217 | Fax: +44 (0)1420 544 799 | Email:  thales_uk@exclusive-networks.com
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Introduct ion
Thales are a huge security company with 7 divisions covering a huge variety of 
service offerings in aerospace, defence, transportation and security. The Cloud 
Protection and Licensing product set is centred around security critical data 
whereby Thales to help protect and secure access to the most sensitive data 
and software wherever it is created, shared or stored. 

The Cloud Protection and licensing division can be split into 2 key areas, data 
encryption and access management. Thales data encryption products reduce 
enterprise time and cost to implement best practices for data security and 
compliance on-premises and across clouds. Learn how to control sensitive 
data and address your unique security and compliance requirements in data 
center, cloud, big data, and containers as well as other virtual environments. 
The access management offering builds on the award-winning multi-factor 
authentication service, Thales now offers SafeNet Trusted Access, an intuitive 
access management service that makes it easy to manage cloud and web 
access with single sign-on and scenario-based access policies.
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Product  Overv iew 
From a data encryption perspective the offerings cover products to encrypt the 
actual data itself wherever it resides, these technologies are complimented by 
key management and cryptographic key storage all of which is available on 
premise, in the cloud or in hybrid environments.

In terms of benefits the data encryption products provide, they can reduce 
time and cost to implement best practices for data security and compliance 
on-premises and across clouds. You can learn how to control sensitive data 
and address your unique security and compliance requirements in data center, 
cloud, big data, and containers as well as other virtual environments.

Thales CipherTrust Data Discovery and Classification helps your 
organization get complete visibility into your sensitive data with efficient data 
discovery, classification, and risk analysis across heterogeneous data stores - 
the cloud, big data, and traditional environments - in any enterprise.

Simple to deploy and use, it provides you with a single pane of glass that 
allows you to get a clear understanding of what sensitive data you have, where 
it’s located, and its risks of exposure. With rich visualizations and detailed 
reports, you can more easily uncover and close your gaps, make better 
decisions about third-party data sharing and cloud migration, and proactively 
respond to data privacy and security regulations like GDPR, CCPA, PCI DSS 
and HIPAA 

 
 

M
eet the 
Team

S
ervices & 
Training

Partner 
Program

m
e

Project 
Exam

ples
Product 

O
verview

 C
ontents & 

Introduction

1/2

Exclusive Networks, Alresford House, Mill Lane, Alton, Hampshire, GU34 2QJ  

Tel: +44 (0)845 521 7217 | Fax: +44 (0)1420 544 799 | Email:  thales_uk@exclusive-networks.com

Multicloud Key
Management

PKI
Big Data 
Security

Application 
Crypto

Payment 
Security

WAN  
Encryption

Hardware 
Security 
Modules 

(HSM)

Transparent
Encryption

Access 
Management

Key
Management

Cloud
Security

Data 
Security

USE CASES

PRODUCTS

mailto:thales_uk%40exclusive-networks.com?subject=


4

Product  Overv iew 
Thales Hardware Security Modules provide the highest level of security 
by always storing cryptographic keys in hardware. Thales HSMs provide a 
secure crypto foundation as the keys never leave the intrusion-resistant, 
tamper-evident, FIPS-validated appliance. Since all cryptographic operations 
occur within the HSM, strong access controls prevent unauthorized users 
from accessing sensitive cryptographic material. Additionally, Thales also 
implements operations that make the deployment of secure HSMs as easy as 
possible, and our HSMs are integrated with Thales Crypto Command Center 
for quick and easy crypto resource partitioning, reporting and monitoring.

SafeNet Data Protection on Demand is a cloud-based platform that 
provides a marketplace of cloud-based HSM, encryption and key management 
services that easily integrates with most widely used cloud services and IT 
products to protect data wherever it is created, accessed or stored. Because 
there is no hardware to buy and manage, data encryption is made simpler, 
more cost effective to deploy and can be set up in minutes without the need 
for highly skilled staff. 
 
 
 
 
 
 

Thales Key Management offerings streamline and strengthen key 
management in cloud and enterprise environments over a diverse set of use 
cases. Leveraging FIPS 140-2-compliant virtual or hardware appliances, 
Thales key management tools and solutions deliver high security to sensitive 
environments and centralize key management for your home-grown 
encryption, as well as your third-party applications. This gives you greater 
command over your keys while increasing your data security. Thales key 
management products connect with your applications through standard 
interfaces and deliver access to robust key management functions. 

In terms of securing actual access to data, Thales access management 
solutions have emerged to address these challenges, and enable secure cloud 
adoption in the enterprise through several key functionalities: 

• Simplified cloud access with cloud single sign on (cloud SSO)

• Optimized security with granular access policies

• Scalability enabled by centralized management 

• Improved compliance through visibility into cloud access events. 

This technology is particularly relevant in the current climate with the 
increased number or people working from home and access cloud 
applications, the move to Office365 is a common one and with this transition, 
additional security measures must be considered. SafeNet Trusted Access 
will provide an additional security layer beyond simple username and 
password utilising the their array of token options
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Project  Examples
STA – Media & Advertising Company
Challenge: 
An increasing number of organisations are providing a flexible working 
environment and need to ensure that remote access is secure, they are also 
adopting cloud and cloud applications such as O365 and SalesForce. Having 
not used access management / MFA tools before, the customer needed to 
ensure the user experience was as easy as possible.

Solution: 
The customer implemented SafeNet Trusted Access for 455 users, using 
the SSO feature within STA meant an easier user experience. Robust access 
management policies were implemented meaning cloud applications were 
secured.

Benefits:
Full access management service offering more security, improved user 
experience, more flexibility and reduced TCO. Ease of installation. (POC 
–15mins, full install hours rather than days)

 
 
 
 

STA – Manufacturing company
Challenge: 
The key driver was a breach faced by the company which had significant 
impacts. Customer moved to O365 but without implementing a robust 2FA 
authentication method. They were using their on-premise AD and Microsoft 
Azure with AD Connect; employees were authenticated to O365 thanks to 
login/passwords. Customer faced a phishing attack: fake emails were sent to 
their suppliers asking them to pay their invoice on a different bank account; 
around £100,000 was stolen.

Solution: 
In order to avoid future breaches, the customer decided to implement a 
secure IAM solution, with strong 2FA authentication and granular access 
policy functionalities. They chose to deploy SafeNet Trusted Access with 
hardware tokens for those staff who did not have a company mobile. All other 
competitors did not offer a native and secure hardware token.

Benefit:
Lower TCO with an all in one license price, which included FOC hardware 
tokens, strong access / authentication policies meaning less likely to be 
susceptible to phishing attacks. 
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Project  Examples
Key Management – Central Gov Organisation
Challenge: 
Customer required a FIPS approved key manager to protect SED keys

Solution: 
Customer deployed Keysecure to secure Nutanix SED keys. Nutanix and 
KeySecure work out of the box for both SED and software-based encryption

Benefit: 
This customer was an existing Luna HSM customer, which meant the customer 
could leverage their existing HSMs and added Keysecure to protect SED keys

HSE (High Speed Encryptors) – Energy Operator
Challenge: 
The company needed to protect its critical infrastructure communications, 
ensuring hackers were unable to physically tap into lines and steal / 
manipulate utility information.

Solution: 
By encrypting communications using the High Speed Encryptors, data within 
the SCADA network cannot be stolen or manipulated.

Benefit: 
The company ensures that the city’s gas and electric supply has maximum 
protection from hacker attacks with Thales’s High Speed Encryptors. 

Partner case study

Exclusive Networks - value added distributor working closing 
with Trustack to deliver:
• The opportunity was to centralise MFA for VPN, VDI and enforce strong 

access management policies to the customer’s 10+ cloud and on-premise 
applications. Competitors couldn’t integrate all the applications the 
customer needed the solution to. Other competitors also didn’t provide 
native and secure hardware tokens.

• Worked with Trustack, a new partner to Thales and enrolled on the “Going 
for Gold” incentive. 

• The sales enablement that took place in January meant that Trustack were 
able to better position Thales. Trustack knew that the customer needed to 
put a solution in place due to the number of applications being used and 
flexible home working.
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Silver Gold Platinum

Annual Revenue Performance

USA 50K−250K 250K−750K 750K+

Mature Markets* 50K−200K 200K−500K 500K+

Emerging Markets* 50K−150K 150K−300K 300K+

Training and Enablement Certifications

Training and Certification Requirement Yes Yes Yes

Sales Professional  
(Free, Online, On-demand)

1 Rep 2 Reps

3 Reps  
*(USA & Mature Markets)

2 Reps  
*(Emerging Markets)

Pre-Sales Technical Professional  
(Free, Online, On-demand)

1 Rep 2 Reps

3 Reps  
*(USA & Mature Markets)

2 Reps  
*(Emerging Markets)

Pre-Sales Channel Partner Training 
(Paid and Classroom-Based )

Voluntary Voluntary By Invitation

Core Technical Professional 
Certifications

Recommended 1 Rep 2 Reps

Marketing

Thales Represented on Partner Website Required Required Required

Business Plan N/A N/A Required

Thales offer a comprehensive partner program that recognises, 
rewards, and supports collaboration to help accelerate partner 
revenue and provide more value to your customers with industry-
leading Data Protection and Identity and Access solutions. Together, 
Thales help customers adapt their business and security needs to 
meet the challenges of cloud, mobility, and escalating threats with 
industry-leading authentication, encryption, and crypto-management 
solutions that address numerous use cases, assurance levels, and 
threat vectors.

The Thales Accelerate Partner Network provides the skills and 
expertise needed to accelerate results and secure business with 
Thales technologies. Developed in collaboration with existing partners, 
the Thales partner programme delivers focused training, profitable 
discount structures and support.

Thales’ Value-Added Reseller Program has four levels: Silver, Gold, 
Platinum, and Global. All partners enter at the Silver level; as their 
business accelerates, they can advance up to the next level. Each 
level has specific benefits and requirements that allow partners to 
increase profitably as their business with Thales grows. The Global 
level is reserved for strategic, multinational partners who operate in 
multiple countries around the world. The program operates in a two-
tier model, where Resellers are provided discounts through authorised 
Accelerate Distributor Partners in their regions.

Requirements:
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We have several certified consultants as well as additional global resources and 
capabilities. This is supported by a resourcing and project delivery coordination team 
who ensure that our customers have access to the right resource, at the right place, 
at the right time working closely with our partners. Typically, our consultants have 
10+ years’ experience in the IT industry with broad backgrounds and exposure to 
different facets of IT application and service delivery and specifically focusing on 
Thales, our most experienced engineer has nearly a decade of experience with their 
range of authentication product. 

The Exclusive Networks technical consulting team act as an extension 
of Thales and our channel partners covering: 
• Presales – demonstrations, scoping, POCs and technical enablement. 

• Professional Services – Technical project delivery, installation, configuration 
and bringing into production. 

• Support – Exclusive Networks are an ASC for SafeNet Trusted Access, providing 
level 1 support to our partners and end users. We have 15 certified engineers 
and resolve 70% of cases in house.

• Training – Authorised training centre for Thales SafeNet Trusted Access certified 
courses, these can be onsite courses or remote if needed. Available for our 
partners or end users.

 

We also have created a bespoke community we call The Technical Leadership 
Community (or TLC). This is an exclusive community where we aim to bring together 
the best, most engaged and focused partner technical engineers and consultants into 
an exclusive invite only club. This event will help reach deeper into Thales and aim 
to provide you with a platform to empower you with untapped knowledge, building 
strong relationships with the Vendor/Distributor/VAR technical community.
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The Exclusive Networks marketing team currently have 10 marketing professionals 
with a broad range of specialisation and expertise. The team is established to 
realise the success of our partners by using tried and tested marketing approaches 
to generate and grow sales pipeline. As an extension of our partners marketing 
function, we work with your team to develop strategic marketing approaches, 
providing content and campaigns to deliver measurable ROI and help you realise 
events and lead generation activity. 

Exclusive Networks hold strong relationships within Thales meaning we can 
provide partners with current insights and their go to market approach. This 
ensures partners have access to the latest campaigns that resonate within today’s 

marketplace. 

Thales partners are provided with strong marketing resources, tools, and programs 
to help you drive demand and uncover more opportunities. You also receive access 
to the Thales Accelerate partner portal. Within this, there is a dedicated marketing 
hub with everything needed to support Thales-focused demand generation.

Resources available to you include:
•  Dedicated Exclusive Networks marketing support

•  Develop and nurture leads with email marketing 

•  Social marketing

• Marketing Development Funds (for qualifying partners)
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Meet  the Team
To help you realise your Thales business with Exclusive Networks, 
get in contact with our dedicated team 
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Sep 2020

Mark Downing 
Thales Vendor Manager

Mob: +44 (0)7776 090 107
mdowning@exclusive-networks.com

Hannah Woodbourne 
Product Sales Specialist

Mob: +44 (0)7810 208 025
hwoodbourne@exclusive-networks.com

Thomas Eldridge 
Security Consultant
Mob: +44 (0)7384 460 695

Teldridge@exclusive-networks.com

Emily Bateman
Vendor Marketing Manager

Mob: +44 (0) 7392 080 468
EBateman@exclusive-networks.com

Leia Nobes 
Renewals Specialist 
Mob: +44 (0)7769 977 131

LNobes@exclusive-networks.com
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