
KENNA.VI (Vulnerability Intel) is a comprehensive research tool 
that allows enterprises to search Kenna Security’s vast exploit 
and vulnerability intelligence databases. Rely on Kenna.VI to 
research and understand vulnerabilities in your environment 
and in the wild, while keeping track of major trends.

Vulnerabilities are scored by Kenna. We then enrich that vulnerability data with 
attack and exploit information which encompasses more than 7 billion managed 
vulnerabilities and 15+ exploit and threat intelligence feeds.  Leveraging super-
vised machine learning algorithms, Kenna.VI analyzes this information to provide 
a unified source of intelligence that you can’t get anywhere else.

Detailed information about what 
malware uses the exploitation of 
vulnerabilities as part of their attack 
vector, with hashes provided to help 
identify specific strains.

Malware Activity
Detailed information about 
which vulnerabilities have been 
weaponized within the latest 
versions of exploit kits, plus specific 
intelligence on the exploit kit itself.

Exploit Kits
Supervised machine learning 
algorithms help deliver visibility 
into the leading indicator of volume 
exploitation: the probability that a 
newly published vulnerability will be 
weaponized.

Exploit Predictions

Kenna.VI

DATA SHEET

Kenna.VI

The Broadest Array of Threat and Exploit Intel

Detailed and specific volume, 
velocity, and rate of change 
information about specific 
vulnerabilities based on data from 
our global network of sensors.

Volume and Velocity
Insights into vulnerability prevalence 
across Kenna’s customer base 
to determine which vulnerable 
software and operating systems 
are most likely to be targets of 
opportunity for attackers.

Popular Targets

Ground Truth 
Telemetry

15+ 
threat and exploit intelligence feeds

7+ BILLION
managed vulnerabilities

1+ BILLION
security events processed 

every month

Rich, Real-Time Threat Intelligence 
at Your Fingertips



Find out more about the robust 
threat intelligence of Kenna.VI  
at www.kennasecurity.com

Vulnerability and Exploit Attributes
In Kenna.VI, you’ll harness detailed attributes to access specific 
information about each vulnerability. They include Common Vulnerability 
Scoring System (CVSS) data, remediation, vulnerability velocity, 
vulnerability volume, predicted exploitable, malware exploitable, easily 
exploitable, exploit, fixes, malware, successful exploitations, and more. 
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Kenna Intelligence Feeds

• Metasploit

• Exploit DB

• ReversingLabs

• Proofpoint

• Secureworks CTU

• D2 Elliot

• Contagio

• Black Hat Kits on rotation
(AlphaPack, Blackhole,
Phoenix, more)

EXPLOIT INTELLIGENCE

• AlienVault OTX

• AlienVault Reputation

• Secureworks CTU

• Emerging Threats

• ReversingLabs

• Exodus Intelligence

• SANS Internet Storm Center

• X-Force Exchange

THREAT INTELLIGENCE

Benefits
RAPID RESPONSE

When a new vulnerability is 
making headlines, it’s not uncom-
mon for a security team to field 
questions about it, whether it’s in 
their environment or not. Kenna.VI 
arms security teams with all the 
information they need to create a 
plan of action and respond quickly 
and authoritatively.

FOCUS ON RISK

Kenna scores every vulnerability 
so you can always focus on the 
vulnerabilities that pose the most 
risk to the organization. 

AUTHORITATIVE 
RESEARCH

Search and browse a comprehen-
sive database of vulnerabilities 
enriched with exploit and threat 
meta-data. Identify fixes and 
determine whether the vulnera-
bility was used in a breach or mal-
ware, if an exploit was published, 
and much more.

PREDICTIVE EXPLOIT 
MODELING

Know the level of risk vulnera-
bilities pose—the instant they’re 
discovered—with predictive 
modeling technology.

COMPREHENSIVE INTEL

The most robust unified source 
of intelligence for vulnerabilities 
available anywhere.


