SentlneIOneﬂ : ,. SOLUTION BRIEF @

Better Cloud Security,
Faster Innovation

SentinelOne & Wiz Joint Solution Brief

A cloud defense in depth strategy leads to greater visibility, better risk
management, and faster time to recovery. Bringing together complementary
security platforms streamlines cloud security while also helping to accelerate "II.
innovation. Wiz and SentinelOne have partnered to enhance visibility,

detection, and defense in depth for cloud environments with industry
leading solutions that scale together.

SentinelOne

Shift-Left KEY CAPABILITIES

The cloud-native application protection platform (CNAPP) from Wiz delivers
agentless scans of cloud infrastructure to reveal what is in your environment in

minutes. This visibility, together with a comprehensive risk assessment includ- @ S?':E'_’Irfhenswe
= isibili
ing network exposure, cloud security posture management (CSPM), vulnerability ~ v

management, and more, helps security and DevOps proactively prioritize and fix
the most critical risks in their cloud before they become incidents.

* Agentless visibility across cloud, VMs, containers, and serverless in minutes IOI Ruthless

Prioritization
* Risk assessment using graph-based modeling and visualization

¢ Asingle prioritized queue of issues based on attack path analysis

* RBAC that automatically routes issues to the right dev teams for remediation oo, . i
/ @\ Proactive Risk

o o
Voo’ Management

Shield Right

SentinelOne’s cloud workload protection platform (CWPP) delivers real-time

threat detection and response to runtime threats. Built upon the eBPF framework, 22\ Workload Availability,
the CWPP agent achieves high performance in low overhead, for Linux process-level ﬁ and Integrity

visibility with no kernel modules. Its 5 detection engines, refined over 4 years in the

field, stop runtime threats like ransomware and zero-days in real time, for maxi-

mum workload integrity and resilience. Al-driven analysis of workload telemetry

streamlines investigation, response, and threat hunting. Z.\;\ Faster Mean Time

N7/  to Detection
* Real-time CWPP Agent with 5 Detection Engines

* Hybrid Cloud Servers, VMs, Containers, and Kubernetes
e 13+ Linux Distros, 20 years of Windows Server, 3 container runtimes J’q"s Faster Mean Time

. to Response
¢ Workload Flight Data Recorder™



Better Together

Ongoing, Scalable Cloud Native Security for Workloads

Wiz helps customers identify their cloud resources and associated risks, and

SentinelOne protects workloads from runtime attacks. By sharing telemetry
between the two platforms, customers gain a deeper understanding of risk and
attacks through contextual threat enrichment and attack visualization. In this way,

risk is more effectively managed, workload availability is maximized, and incident

response is streamlined.

® On-prem, hybrid and multi-cloud

¢ Enhanced attack path visibility across teams

¢ Customizable runtime response including kill and quarantine

* Forensic details for accelerated investigation and hunting

Enhanced Cloud Security, From Build Time

to Runtime
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Deploy quickly and gain
visibility across hybrid and
multi-cloud environments

in minutes. time with static and for hunting and response.
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Innovative. Trusted. Recognized.
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A Leader in the 2022 Magic Record Breaking ATT&CK Evaluation 96% of Gartner Peer Insights™
Quadrant for Endpoint + 100% Protection. 100% Detection EDR Reviewers Recommend

Protection Platforms

Detect risks proactively
to minimize the attack
surface, and also in real

« Top Analytic Coverage, 3 Years Running
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Investigate, prioritize and
remediate critical risks and
leverage EDR and XDR data

SentinelOne Singularity

= 100% Real-time with Zero Delays

About SentinelOne

SentinelOne (NYSE:S) is pioneering autonomous cybersecurity to
prevent, detect, and respond to cyber attacks at faster speed, greater
scale and higher accuracy than human-powered technology alone.
The Singularity Platform offers real-time visibility and intelligent
AlI-powered response. Achieve more capability with less complexity.

About Wiz

Wiz secures everything organizations build and run in the cloud.
Wiz enables hundreds of organizations worldwide, including 35%
of the Fortune 100, to rapidly identify and remove critical risks in
cloud environments. Visit www.wiz.io for more information.

Singularity
Cloud

Workload Security

Al-powered cloud protection,
detection, and response that is
real-time, at runtime.

LEARN MORE

Visit sl.ai/cws for more details.
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