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Thales FIDO2

Passwordless Devices

Weak passwords are now the biggest
cause of identity theft and security
breaches. As more people work remotely
and organisations increasingly turn to
cloud-based applications, the threat of
improper password use is set to grow.

Thales FIDO2 Passwordless Devices offer your customers a highly secure FIDO
authentication solution that bypasses the threat posed by password misuse.
Building on its reputation for industry-leading Data Protection and Identity & Access
Management solutions (IAM), Thales brings you FIDO2 Passwordless Devices. This
modern MFA experience replaces vulnerable passwords with phishing-resistant
security keys and Web Authentication (WebAuthn) credentials.

Why FIDO2 Passwordless Devices from Thales?

Thales FIDO2 Passwordless Devices offer your customers all the advantages of passwordless

authentication and a unique list of extra benefits:

Best-in-Class Security

Industry-leading Thales hardware and software cut
the risk of compromised credentials. By controlling
the entire manufacturing cycle and developing

its own crypto-libraries, Thales ensures superior
phishing-resistant authentication.

Broad Range of Use Cases

Thales FIDO2 Passwordless Devices provide
combined FIDO2 and PKI authentication in a single
device. From mobile endpoints and elDAS digital
signing to network logins and remote or cloud
access, Thales FIDO2 Passwordless Devices deliver
strong authentication for the diverse needs of
today’s fast-moving enterprise.

Superior Compliance

Thales FIDO2 Passwordless Devices meet stringent
compliance mandates with FIPS, CC, U2F and FIDO
certifications. All devices comply with US and EU
regulations for phishing-resistant authentication.

Seamless Integration

Thanks to the Thales/Microsoft alliance, all Thales
FIDO2 Passwordless Devices are fully compatible
and integrated with Azure AD. All devices are
verified by Microsoft technical teams and integrate
seamlessly into your customer’s environment.

Secure and Easy

Thales FIDO2 Passwordless Devices are easy for
users to plug in and operate. There’'s no need to
remember or refresh passwords, and user
self-registration cuts IT admin and helpdesk costs.

Why Thales?

A PIONEER IN CLOUD-BASED AUTHENTICATION

30 years of experience in Data Protection
and Identity & Access Management
25,000+ Customers

30 million users

4.5 million paying subscribers

70 countries

80,000 employees

A revenue of 16.2 billion euros

Devices for Physical and Logical Access

Thales FIDO eToken

« BFIDO authentication to desktops and cloud apps

« USB key for desktops not equipped with a smart
card reader

Thales IDPrime 3940 FIDO/3930 FIDO

- Combined PKI/FIDO device to secure access to
desktops and cloud apps

« Supports all PKI use cases

« Complies with eIDAS, CC and FIPS
Permits FIDO authentication on mobile devices

Thales IDCore 3121 FIDO
Combined FIDO authentication and physical
access, both in contactless mode
FIDO authentication on mobile devices

« Physical and logical access in one device

Thales IDPrime 941 FIDO/931 FIDO

- Combined PKI/FIDO secure access to desktops
and cloud apps

« Covers all PKI use cases
Complies with eIDAS, CC and FIPS
FIDO authentication on mobile devices
Physical and logical access in one device

An Opportunity for Every EXN Partner

The issue of password insecurity and the power of highly
differentiated Thales FIDO2 Passwordless Devices give every
Exclusive Networks Partner opportunities for growing customer
revenues and reaching out to new customers.

To Find out more, get in touch at www.exclusive-networks.com
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